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Abstract

When people are released from prison in the United States,
they reenter into a highly digitized world that they have little
to no experience with or preparation for. This lack of experi-
ence makes them potentially vulnerable to digital scams and
phishing attempts upon release. Towards addressing this digi-
tal divide, we ran a workshop to teach and learn about digital
security and privacy needs unique to the formerly incarcer-
ated community (in our area of the U.S.). At this workshop,
we deployed a survey to both participants (N=20) and vol-
unteers (N=12). We later followed up with a more targeted
survey specifically asking about scams and scam susceptibil-
ity among formerly incarcerated people (N=20, 4 of whom
also attend the workshop). We additionally include personal
narratives from three formerly incarcerated researchers (co-
authors on the paper) about their experiences with scams.
Combining all of this data (N=48 unique respondents), we
find that scam exposure and victimization in this community
is common, and we document a variety of risk factors: digital
literacy challenges, heightened coercive potential of scams
which purport to be from law enforcement or governmental
bodies, loneliness during incarceration, financial instability
post-incarceration, and a fear of stigmatization and repercus-
sions from reporting. At the same time, we find that partici-
pants recount some mitigating factors, including belonging
to a community that faces common challenges and therefore
builds strong community networks to turn to for help. We
close by identify gaps between best practices to avoid scam
victimization and the realities of being currently or formerly
incarcerated in the U.S., and making recommendations.
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1 Introduction

Each year in the United States, more than half a million
people are released from prison [5]. One difficult aspect
of this reentry process is adapting to a digital world which
may have changed drastically over the course of someone’s
incarceration, while they had little to no digital access to
learn and prepare. Prior work has described the impacts
of this immense learning curve for formerly incarcerated
people, particularly when digital skills are necessary to se-
cure employment, housing, and social services post-release
[3,45,78,92,99,101,102,114,115,121].

People reentering society post-incarceration also struggle
with widespread information exposure [52] which may in-
crease scam targeting. For example, currently and formerly in-
carcerated people’s history, demographics, address, and phone
number are largely available via public lookup tools (plus
some run by private companies [120, 138, 142]), and their
medical records, case histories, financial data, and communi-
cations are subject to public records requests [52,58,97, 137].
Some formerly incarcerated people are also court-mandated
to supply personally identifying information (e.g fingerprints,
ID, address, employment, phone number, family, relationships,
whereabouts) to public registries [31,42,98].

Previously unexplored in research (to our knowledge) is
how this digital divide and sensitive information exposure
impacts scam susceptibility and targeting. Thus, this work
investigates:

¢ RQ1: What are the experiences of people released from
incarceration in the U.S. with respect to scams?

* RQ2: What unique aspects of incarceration and post-
incarceration life impact scam susceptibility, reporting,
and remediation?

This paper is a collaboration between two computer secu-
rity researchers at an academic institution and three formerly-
incarcerated researchers and community members in our area.
To answer our research questions, we combine four sources
of data that we collected from formerly incarcerated people
in our geographic area of the U.S.



Specifically, we deployed a survey related to technology
and digital privacy for formerly incarcerated people (N=20)
at a workshop we ran to learn and teach about digital security
and privacy with people reentering society. Volunteers at the
workshop also provided individualized technology help to
reentrants, and these volunteers were surveyed about the tech-
nology challenges and needs they assisted with (N=12). After
the workshop, we conducted a follow-up survey with formerly
incarcerated people specifically related to scams (N=20, 4 of
whom also attended and responded to the workshop survey).
We combine these results with personal narratives of three
formerly incarcerated (co-author) researchers.

Overall, we find that falling for a scam was relatively com-
mon among our participants. Participants felt that they re-
ceived more scams — and were more susceptible to them —
when they had only recently been released from prison. More-
over, these scams are experienced in the context of a habitual
lack of privacy: participants felt a desire for digital privacy
that they did not have access to, in part due to court-mandated
reporting requirements and broader surveillance.

Participants confirmed that digital skills gaps play a large
role in scam susceptibility, especially if they were incarcerated
for much of the 21st century. We also heard that scams im-
personating the government and threatening criminal or legal
action were perceived as particularly coercive. Moreover, fi-
nancial instability caused by incarceration [18,62, 139] played
role in the curiosity of our participants towards job-related
scams or “get rich quick" schemes. Despite these struggles,
our participants also felt a sense of confidence in identifying
misleading and manipulative behavior, and were successful
at building and utilizing close family and friend networks to
support them in navigating these challenges.

Based on our findings, we highlight gaps in common best
practices for scam avoidance and the realities of reentering
society as a formerly incarcerated person, including gaps in
education and technical interventions, fear of reporting, and
the inability to protect one’s privacy as much as desired. We
conclude with lessons for future privacy and scam-related
workshops and recommendations for the research community
to close these gaps.

2 Related Work

2.1 Scams & Susceptibility

Previous work has characterized specific scams/attack vectors
[2,12,28,53,57,67,71,72,76,81,89,91,94,95,123,136,149],
and specific educational [27,43,69,113,119, 144] or technical
tools [16,75,91, 109, 124, 152] for scam prevention. Prior
scam research has also studied specific communities’ suscep-
tibility [25,48, 125] including children [13,70, 105, 153], mul-
tilingual people [127], people who are blind/low vision [66]
and elderly adults [20, 105,151, 153], and found that, for every
population, across multiple scam surfaces and vectors, tech-

nical prevention tools and education were helpful but not a
panacea, and must be joined by other holistic, context- and
community-specific methods. We expand on how this liter-
ature applies to formerly incarcerated people in Section 5.1.
Past research on scams has not (to our knowledge) studied
the experiences or susceptibility of people who have been
incarcerated; moreover, the recommended technical and ed-
ucational interventions are currently, to our knowledge, not
available to incarcerated people in the U.S.

2.2 Digital Literacy & Incarceration

Prior work has discussed the lack of technology and technol-
ogy education in prisons and the impact this has on digital
literacy, job, and housing search [3, 50,99, 100, 102]. For
example, Reisdorf et al. [114, 115] highlighted the scarcity of
computer literacy programs in U.S. prisons, noting that even
existing programs rarely cover essential skills like navigating
the internet. To rectify this digital literacy gap, some recent
HCI papers have proposed applications and workshops for in-
carcerated people to learn digital skills like coding and virtual
reality [46,79,93].

Prior work on digital technologies in a reentry context has
also shown that privacy concerns often lead formerly incar-
cerated people to avoid or limit their engagement with digital
technologies, and many people cite surveillance concerns in
particular [52,101,107]. Seo et al. [121] examine women tran-
sitioning from incarceration and note that post-incarceration
discomfort with the internet often stems from its association
with the surveillance they experienced in prison. As such, on-
line privacy concerns often make people, in particular under
served populations, hesitant to acquire new skills and engage
with technology [122].

In this paper, we confirm the findings of prior work regard-
ing the hindrances to digital literacy for incarcerated people
and the impact when they re-enter an increasingly digitized
society. We extend these findings by investigating how this
digital divide affects scams in particular, both scams that are
explicitly targeted towards formerly incarcerated people, or
more generic scams which they may be more susceptible to.

2.3 Digital Privacy for Vulnerable Groups

Prior work explored security and privacy risks for marginal-
ized and/or vulnerable groups [8, 11] such as refugees and
migrants [51, 126, 134], as well as journalists [85, 86]. Prior
work has also focused on victims of interpersonal violence
(IPV) and stalking, including orgainzing workshops and clin-
ics to aid these issues [7,24,44,135]. Prior work by Owens et
al. has explored security and privacy issues, like surveillance,
of formerly incarcerated people and migrants [106—108]. We
strengthen these findings (e.g. electronic monitoring stress),
but build on them by contributing an understanding of scam
experiences and susceptibility post-release.



3 Methods

To answer our research questions, we combined several meth-
ods for the collection of different types of data.

3.1 Post-Incarceration Workshop

In collaboration with local community groups led by and in
advocacy of formerly incarcerated people, we co-designed
an in-person workshop related to digital literacy and digital
privacy. It was called “Computer Basics for Reentry” and
involved 20 minute presentations in parallel with 1:1 tech-
nology help by volunteers staffed to answer personalized
questions. The presentations included information related to
resume creation, finding job opportunities, how to set up and
navigate email inboxes, identify scams, and implement on-
line privacy tips (e.g. password management). These topics
were chosen by the team of collaborating community orga-
nizers and researchers to maximize the pairings of expertise
with community needs. The 1:1 volunteers were available to
answer personalized technology questions for individual atten-
dees. The workshop took place in a conveniently located local
church, and attendees of the workshop were given catered
lunch, beverages, a $35 Walmart gift card for attending, and
reimbursement for any travel costs to the workshop. We also
had a few other community groups present at the workshop,
including a group to help enroll formerly incarcerated people
in college courses, and subsidized social services in our city.

3.2 Surveys

Participants of the workshop were asked to fill out a survey
while they were there related to computer access, education,
scams, and how to improve subsequent workshops (N=20).
We also asked the 1:1 volunteers to fill out a survey about the
technology questions and needs they were assisting with, and
how to improve subsequent workshops (N=12).

To learn more about scam susceptibility specifically, we
then co-designed another survey, this time more directly re-
lated to scams and scam education during incarceration, that
was sent out to the community networks of our local commu-
nity partners. We received N=20 responses to this survey, 4
of whom also attended the workshop and are included in the
sample size of the workshop survey, and 16 new respondents.
As compensation for this follow-up survey, we held a raffle
of five Walmart gift cards ($35).

We acknowledge two survey design limitations: (1) We did
not ask about the details regarding incarceration history and
technology usage in the follow up survey; (2) Question 2 of
our follow-up survey read “Have you ever fallen for or expe-
rienced a scam?” which means that unless the survey taker
responded to later questions about the specific scams they
have fallen for, we are unable to differentiate “experiencing”
versus “falling for” a scam.

3.3 Personal Narratives

Inspired by autoethnography work [22,26,33, 38,40, 54, 64,
65,77,104,110, 130, 131, 148], we combined our survey data
with personal narratives from three formerly incarcerated re-
searchers. We chose to do so because we concur with prior
work in HCI that considers this method an impactful research
tool for “producing meaningful, accessible, and evocative re-
search grounded in personal experience, research that would
sensitize readers ... to experiences shrouded in silence, and to
forms of representation that deepen our capacity to empathize
with people who are different from us.” [38]. Concretely, as
technologists intending to improve digital systems, we also
agree with Cunningham et al [33], and Hughes et al [55],
that autoethnography can help system designers understand
“user behavior as it actually exists, rather than idealized pic-
tures of how the user ‘ought’ to approach a task.” In the
same vein, HCI researchers have described autoethnography
as “allow[ing] practitioners to capture some of the subtleties
and nuances of the contexts that can influence the adoption
and use of a device not easily achieved without experiencing
them” [104]. This methodological choice reflects a belief in
what social scientists refer to as “standpoint theory” [128].

Specifically, three formerly incarcerated researchers wrote
a personal narrative detailing their experience with digi-
tal scams during their reentry transition (provided in Ap-
pendix A). The co-authors who did not write the personal
narratives then qualitatively coded these them as data along-
side the collated survey data (which all authors analyzed), and
iteratively refined the codebook to synthesize themes across
all three surveys and the personal narrativves.

3.4 Data Analysis

In line with prior qualitative work, authors used a collabo-
rative, qualitative open coding technique [133], where four
researchers (including the three formerly incarcerated co-
authors) separately examined both the participant and vol-
unteer survey data from the workshop and drew up initial
codes. These codes were then combined and further refined
collaboratively in discussions among the authors. This led to
the creation of codebooks for both the participant surveys and
volunteer surveys. We then analyzed the union of this data
and combined it into a single codebook (see Appendix C).

Based on these findings, we wanted to further investigate
scam experiences, susceptibility, and reporting, and thus ran
our follow-up survey. Based on the results of the follow-up
survey, co-authors used the same open-coding techniques to
create a codebook (see Appendix C.

We used inductive thematic analysis [15] to uncover overar-
ching themes and identify the union of the separate codebooks
through open discussion among all researchers. This was then
analyzed to identify overlaps with the autoethnographies (the
co-authors who wrote the personal narratives did not code the



personal narratives; they were coded by the remaining two
authors who did not write personal narratives). These overlaps
were identified by the lead author, who did not write a per-
sonal narrative and does not belong to the population under
study. This process resulted in our final themes in Table 1.

3.5 Positionality

In line with the lessons from social science and standpoint
theory [128], we believe that as authors and researchers we
are not inherently objective. In fact, we believe that our po-
sitionality can enhance our ability to interpret and analyze
the data we collect (this is part of the reason we chose to add
personal narratives). Because of this subjectivity, we believe
it is important to disclose our motivations and positionality in
this work, and be upfront about the unique perspectives we
are bringing to the research.

This research team is made up of three formerly incarcer-
ated researchers, and two researchers who are not formerly
incarcerated but who have experience in the computer security
and privacy research community. Many of the authors have
spent years teaching in prisons and community organizing
for educational access and other rights for incarcerated peo-
ple. The authors come from a diverse range of educational,
geographic, and socioeconomic backgrounds. They were all
motivated to do this research to explore the security and pri-
vacy needs of currently and formerly incarcerated people,
an often underserved and overlooked group. We believe that
community-engaged and community-driven research is ulti-
mately the best path forward to create better research, and to
create better societal impact for our research.

3.6 Ethical Considerations

Given the sensitive nature of incarceration history (including
trauma), we took great care to ensure this research was con-
ducted ethically. All of our research activities were approved
by our institutional IRB, and we took the following steps:

Together with community members, we decided upon the
best compensation package to balance the needs of formerly
incarcerated people with the needs of research best practices
(i.e., not compensating too much or too little to influence
the self-selection or confirmation bias of certain groups and
responses) — this resulted in a $35 Walmart gift card. We
believe that our surveys gave the participants a chance to ar-
ticulate their experiences without causing any trauma from
re-telling, etc. We also believe that the educational access
and technology help available at the workshop was a positive
tradeoff for participants. There have been calls for us to orga-
nize another workshop, from both participants and volunteers,
and we are planning the next one currently.

We did not collect name or demographic information with
either survey. We acknowledge the limitation in being un-
able to analyze our data according to demographic measures,

but chose to prioritize privacy given the sensitive nature of
data regarding incarceration history. We included a question
on the follow-up survey asking if the respondent attended
our workshop. As such, we know that 4 participants in the
follow-up survey attended the workshop, and thus overlap
with the workshop survey participants, but we don’t know
which participants these are.

We protected the respondents’ privacy by keeping all data
in access-controlled directories only accessible to the research
team. We explained the research process and privacy consid-
erations, and left space for questions/concerns both in the
surveys and in person at the workshop.

For volunteers and presenters, we held a training and ori-
entation prior to the workshop to review best practices for
trauma-informed engagement and research, as well as guid-
ance on respectfully socializing and interacting with formerly
incarcerated individuals, recognizing the unique life circum-
stances and experiences they may carry. Throughout this pro-
cess, we partnered with professionals in the field (of reentry)
to further ensure the workshop and subsequent survey were
a positive experience. We believe the workshop was a safe,
happy, and positive environment for all present, but we also
took preventative steps to plan for the alternative: we had cer-
tified peer support specialists and reentry specialists present
for any deescalation, emotional, or individual needs (these
services were offered but not used). Since this research was
conducted, we have continued to nourish these community
and collaboration partnerships.

4 Findings

We now turn to our findings, drawing on all of our data sources
to support our conclusions. We first report on general experi-
ences with scams and digital privacy among our participants
and co-authors (Section 4.1), then discuss the risk factors
for formerly incarcerated people with respect to scams (Sec-
tion 4.2), and finally highlight several mitigating factors that
may reduce risk (Section 4.3). Table | summarizes the themes
that we distilled from our data.

We refer to workshop survey respondents as P1 ... P20. We
refer to our volunteers at the workshop as V1 ... V12. We
refer to the respondents to our scam follow-up survey as SF1
... SF20. When a follow-up survey respondent also attended
the workshop, we add a * to their designation (e.g., SF9*).
We refer to our autoethnographic narratives as Al ... A3.

4.1 Experiences with Scams and Privacy

We begin by reporting on our participants’ experiences with
scams, as well as their experiences with digital privacy in
general post-release (answering RQ1).



Workshop Volunteer Follow-up Auto-
Respondents mentioned... survey survey survey (N=20, | ethnography
(N=20) (N=12) 16 unique) (N=3)
Experiences:
Experienced a scam 12 - 13 3
Experienced government scam - - 7 2
Experienced relationship scam - - 5 1
Experienced job scam 4 - 8 -
Phone/internet monitoring post-release 4 1 - 2
Risk Factors:
Digital skills gap 17 11 4 -
No digital educational opportunities - 2 -
Outdated or restricted digital educational opportunities 5 - - -
Flurry of new credentials 2 - -
Fell for relationships scam due to loneliness - - 2 (of 5) 1 (of 1)
Fell for job scam due to financial need - - 2 (of 8) -
Didn’t report / so as not to interact with law enforcement | - - 11/5 -
Mitigating Factors:
Close relationships 8 - - 1
Confidence due to life experiences - - 11 -

Table 1: Findings Summary. This table summarizes the themes in our findings, and reports on the number of respondents in each survey
who mentioned the theme listed in the first column. These numbers are a lower bound, limited by what we asked and what was explicitly,
verbatim, mentioned in the survey responses; we did not specifically ask about each theme in each survey. For example, we asked about specific
scams (e.g., government, relationship, job) and risk factors in the follow-up survey, but not in the workshop survey or the volunteer survey. We
emphasize that this work is largely qualitative, and we do not intend the numbers to be read as generalizing to a broader population or even
representing all of our participants’ experiences; instead, we aim to give the reader a sense of our codebook and data.

4.1.1 Experiences with scams were common

As such, our follow-up survey specifically focused on scams
and scam suceptibility. Thirteen out of 20 respondents re-
ported that they had experienced and/or fell for a scam. Seven
out of 20 reported that they had experienced and/or fell for a
scam claiming to be from the government, authorities, law en-
forcement, a judge, etc, and eight out of 20 reported that they
had received a scam which threatened arrest, fines, warrants,
or other legal punishment if they did not comply. Five of 20
said they had experienced and/or fell for a scam claiming to
want a sexual or romantic relationship, and eight out of 20
had experienced and/or fell for a scam claiming to offer a job
or financial opportunity. '

Participants mentioned that they felt more susceptible to
scams, and more frequently a target of scams, when they had
only recently been released from prison. One participant at
the workshop said that they “fell for a couple scams at first,
had to cancel my bank card several times in last 2 years” (P3).

When asked how frequently they receive scams, one partic-
ipant said “Not as often as I did when I was first released into
the community” (SFS5). Another participant articulated a simi-
lar chronology, where they experienced more scams early on
in their reentry transition: “The first 3-4 months after release,

'We caution that these numbers emerged from qualitative work, not na-
tionally representative measurements or surveys, and that it is also possible,
for instance, that formerly incarcerated people who have fallen for a scam
were potentially more likely to take a survey related to scam experiences.

I had 4-5 FTR [Failure to Register] scams 2 that contacted
both myself and multiple members of my family, threatening
them as well if they didn’t help them. I haven’t heard from
any for several months now” (SF7).

In response to the question about scam frequency, partic-
ipants additionally responded that they receive scams in a
range from daily (SF1), weekly (SF6*, SF12, SF13, SF17),
to monthly (SF3, SF8, SF10, SF11) as well as “occasionally”
(SF9%), “lots” (SF14), and “frequently” (SF16).

In our workshop survey, 12 participants answered yes to
the question “Do you ever get unsolicited phone calls, texts,
or emails, from sources you don’t know or trust? Do they ever
ask for money or personal information?”” And in response to
the question “What do the calls/texts/emails try to convince
you of?”, participants reported “they’ll get me to do something
on my computer that sets off an alarm + freeze my screen,
and try to get me to buy gift cards for payments” (P3), “send
funds/money” (PS5, P16), “I’ve got a great job opportunity
LOL” (P7), “free money, qualifying” (P9), “mostly to provide

2An example of this scam was released by one state’s Bureau of Investiga-
tion [96], warning formerly incarcerated people who have been convicted of
sex related offenses about a Failure to Register scam. In this scam “the scam-
mer uses a specific officer’s name associated with a specific law enforcement
agency, which in many cases is the name of a real officer... The caller then
informs the registered sex offender that they are non-compliant with their
registration requirements and will be arrested or a warrant will be issued if
they fail to pay a specific fine.” In addition to money, the scammer sometimes
requests forms to be faxed to them that has “all of their personal information
... and a DNA swab...[if they do not] a warrant will be issued for their arrest.”



personal information” (P11), “buying insurance” (P18). One
participant mentioned that these solicitations “are all scams”
(P16), and another said that “since the day I bought my phone,
soliciters have called” (P18).

After describing a scam that they fell for, A2 describes
how “this happens to so many people coming home. We don’t
always know what’s real, what’s required, or who to ask. And
scammers know that fear is loud.”

4.1.2 Broader privacy concerns

Scams are experienced in the context of broader concerns
and vulnerabilities with respect to digital privacy, which we
discuss in this subsection. Indeed, our initial workshop was
framed broadly as “Computer Basics for Re-Entry” and our
initial survey questions were more broadly about technology
and privacy (our focus on scams in this paper came out of the
data, in which scams were prevalent).

Workshop participants were broadly worried about digital
privacy and how to protect it. When asked, “Do you have any
worries when using technology?” they mentioned: “scams +
inexperience” (P3), “yes, got my identity stolen” (P1), “con-
trolling my footprint and information” (P11), “scams” (P20),
and “data breaches, password management” (P19).

When workshop participants were asked who they were
worried about having access to their information, they re-
ported “anybody” (P1), “hackers” (P2, P20), “scam artists”
/ “scammers” (P3, P7), “law enforcement”/DOC/*‘the gov-
ernment” (P1, P5, P13). One participant said that they were
worried about “Al” accessing information about them (P16).

One participant in the workshop mentioned that one of
the most surprising things to them when they were released
compared to when they entered prison was “how much pri-
vacy [the] public has abandoned” during that time period,
and gave an example of how commonplace/expected “allow-
ing integrated sources (e.g., Samsung + Google on phone)
permissions” had become (P10).

Ultimately, participants had many worries about their digi-
tal privacy beyond scams, with a recognition of the privacy
vulnerabilities which come from the now-ubiquitous mobile
phones that they previously did not need.

4.1.3 Shameware and mandated Electronic Monitoring

When we asked participants about who might have access
to their personal information currently, multiple participants
mentioned that their Community Corrections Officer (CCO)
monitors the entirety of their internet, computer, and mobile
phone usage. This compliance is court-mandated and partici-
pants face re-arrest if they do not comply.

In additional to post-incarceration electronic monitoring
apps [106], this surveillance may take the form of mandated
“shameware” [87] apps like Accountable2You [1], EverAc-
countable [39], and CovenantEyes [32], which some formerly

incarcerated people must install on their personal devices.
These apps are created by religious organizations and mar-
keted around “accountability” for users to help them “Quit
Porn” [1,39,82,87] but for formerly incarcerated people with
sex-related convictions, they are court mandated. To use these
apps, a subject must grant root certificate and VPN access
on their phone. These apps then monitor all network traffic,
take screenshots of all activity (including messages, banking,
password managers, doctors’ portals, and other sensitive infor-
mation), and send automated reports to the CCO about their
internet usage and behavior. These apps also send automated
reports to the CCO if the app detects an “infraction” during
internet use — for example, if someone tries to download
social media when their release conditions forbid it (common
for people with sex-related convictions).

This monitoring was identified by a volunteer (V3) when
answering questions for a participant about how to use Google
Maps in a way that would satisfy their CCO reporting require-
ments (for instance, the need to share an ETA which includes
unforeseen traffic, because missing a meeting due to traffic
may constitute a custody violation).

Beyond mandated apps installed by the CCO, one partici-
pant said that their monitoring simply takes the form of: “my
CCO goes through my phone” (P18).

One participant articulated the fear and distrust this moni-
toring amplifies in them: that “DOC monitors all [my] device
usage. 80% of [my] mental bandwidth is spent hesitating,
wondering how DOC will frame usage or interfere.” (P19)
The fear of monitoring wasn’t due to actual infractions being
discovered, but how DOC will “frame” benign usage, and
how this misrepresentation would penalize them and further
revoke the limited access they do have to the internet.

For the author of Personal Narratives 3, this fear of misrep-
resentation has a direct relationship with their likelihood to
comply with a scam: “Authority will have a different or jaded
view of something I’m doing while free... Not that I’'ve done
anything wrong, but anything can be misconstrued, and that’s
where the danger of the scams really does come in” (A3).

4.2 Risk Factors and Challenges

We now turn to risk factors and other challenges that our
participants reported increasing their susceptibility to scams
or hinder their ability to report or respond (answering RQ?2).
These themes are also summarized in Table 1.

4.2.1 A digital skills gap plays a large role

Confirming prior work [99-101, 103, 114, 121], we confirm
that formerly incarcerated people face an uphill battle when
adapting to a world filled with digital tools that they have little
to no experience with. Table 2 summarizes our workshop
participants, highlighting the length of their incarceration and
the new technologies they were confronted with after release.



Which years were you incarcerated? ;)Ztl':;te t;fifllln:voel:egiyng::czs:tel:ls‘; regularly l\;\’::;tl:s:vl}?nology do you use regu-
Pl 7 years Phone. iPod zg;z;ftz;)siw now with these class
P2 1994 - 2023 (29 Years) Landline, phone iPhone
P 1990 - 2022 (32 years) Landline lilﬁ/l)Zgi,h(Uz;lS/ phone - but not to their
P4 2012, 2011, 2020 - 2024 (4 years) Cell phones, computers Cell phones, computers
P5 1998 - 2025 (27 years) Pager iPhone X, laptop!
P6 2015 - 2018 (3 years) Phone, computer, iPod, iPhone Computer
P7 - - -
P8 2021 - 2025 (4 years) Cell phone Cell phone

There weren’t smartphones. Camera phones S/mu.’fp/’m/’le, iPhone/Macbook. 1
P9 2004 - 2025 (21 years) were becoming popular COpSlder myself tech savvy and can
quickly learn or adapt.
P10 | 2018 - 2025 (7 years) All of it. All of it.
P11 | 1989 - 2023 (34 years) Landline telephone Laptops, PC, desktop, smart phone
P12 | 2023 - 2025 (2 years) Cell phone
P13 | 2015 -2025 (10 years) Phone, computer Phone
P14 | 1986 - 2025 on and off Cell phone, computer Cell phone
P15 | 2017 - 2018, 2024 - 2025 (2 years) Landline, cell phone, computer, iPod Chat GPT
pre | 20002003 2082015, 20162009209 | | . Call phone
P17 | 2017 - 2025 (7 years) Computer, Android phone iPhone, iPad
P18 ;85;: ;8213’ (30},101’1_3)016’ 2017, 2020, 2021, Cell phone iPhone, laptop
P19 | 2018 - 2025 (6 years) W’ computer (laptop * Laptop, smartphone
gaming desktop)

P20 | 2014, 2017 - 2018, 2019, 2023 (5 years) ﬁi)“glilgﬁotiephones cell phone, computer, xﬂ]ﬁf Otgleglllc;r:lz cell phone, com-

Table 2: Workshop Participants. This table reports workshop participants’ verbatim survey responses about when they were incarcerated,
what technology they used regularly before incarceration, and what technology they regularly use now, post-incarceration. Highlighted in blue
and in parentheses are the number of years the participant was incarcerated. Highlighted in red and underlined are technologies used only
before incarceration (not now). Highlighted in green and italicized are technologies that they use now, but not before incarceration.

One participant in our workshop said that “at almost 3 years
out, I’'m still not proficient” (P3). This has a grave impact
when digital literacy is needed to apply for jobs, housing,
and social services. We hypothesize that this is why so many
participants asked for help with these issues: applying for
jobs, scholarship, creating resumes, and sending emails, as
we discuss in Section 4.3.3 and Section 5.

Digital literacy is also required to comply with some re-
lease requirements and court-mandated electronic monitoring
via smartphone app (as described in Section 4.1.2 and prior
work [106]). Participants in our workshop also expressed that
the most difficult changes in society to adapt to post-release
included “getting used to the fact that everything includes
technology” (P17), “the chronic need for a cell phone” (P11),
and that now “everythings on the web” (P10).

In addition to already well-documented impacts of digital

literacy gaps for formerly incarcerated people (Section 2.2),
this issue can also increase scam susceptibility. One survey re-
spondent articulated that “Digital and technological illiteracy
definitely has a huge influence on those who ‘fall’ for scams
post incarceration” (SF7).

The volunteers at the workshop assisted participants with
several digital skills that may have an impact on scam suscep-
tibility and identification. For example, one volunteer men-
tioned that the person they were assisting “had many apps
installed on their phone that it seemed like they did not in-
stall themselves” and that they “didn’t understand how apps
showed up on their phone - whether they were first-party on
Android, first-party from their hardware provider, first-party
from their carrier, or third-party. They also had some alt app
stores installed” (V9). This is particularly concerning given
that recent scams have specifically directed victims to down-



load a malicious app [36] which may contain malware [83], as
can apps installed via alternative/third party app stores [90].

A related digital skill which may impact scam susceptibil-
ity, especially if the scam is presented through ads or popups,
is identifying and navigating UI elements on a webpage. One
volunteer said that “It seemed like the participant was strug-
gling with ‘vertical depth’ in Uls... where you can scroll, what
a button is, etc” (V9). Indeed, one respondent in our follow-up
survey fell for a scam like this: “The one scam I fell for was
installing Fire Stick on my phone. In the install app it had a
click here to install - that was an ad/scam” (SF20).

Participants also had trouble filtering through spam and
scams in a crowded inbox. One volunteer described how a
participant “had been put on several listservs that sent out
multiple emails every day (e.g., package delivery notifica-
tions, utility payments, public services, etc.) that distracted
them, and drowned out the messages that they did want to see’
(V11). To sort through this noise filled with potential junk,
spam, and scam emails, together the volunteer and participant
“walked through how to unsubscribe from email lists, how
to block specific addresses, and how to create filters in their
email inbox that could help declutter their inbox” (V11).

Teaching these digital skills may not be a complete so-
lution for preventing scams, but the ability to sort through
popups without clicking on them, close windows and tabs,
avoid downloading apps unintentionally, and create spam fil-
ters in an inbox helps to ensure that someone is navigating
through the internet that they want to see.

’

4.2.2 Limited educational opportunities and technology
exposure while incarcerated

The digital literacy gap is due in part to limited technology
educational opportunities while incarcerated. None of our par-
ticipants received education about scams in particular during
their incarceration, and even general technology exposure (let
alone education) was limited: eight out of 21 workshop par-
ticipants reported that they had no access to any computers,
computer skills, or computer education while incarcerated.
For the nine workshop participants who reported that they
did have computer access, this access was available solely be-
cause they were enrolled in education courses (mostly at their
own expense), for which only a small fraction of incarcerated
people are eligible [29, 88,111, 118,129, 145]. One partici-
pant summed up computer education as “anemic and sporadic
but it existed” (P11). Despite this, they add that “One of the
biggest problems of being release[d] from prison is that little
to nothing is done or allowed to prepare for release. Especially
with regard to technology” (P11).

Additionally, the little computer access they did have was
outdated. Despite being incarcerated until 2022, one partici-
pant said the only computer access they had was on Windows
95 (P3). Another said they only had “little [access], windows,
word access, powerpoint, excel” (P6).

One participant mentioned that the most difficult adaptation
post-release was how “the world has become very ‘mobile-
first” which is a big mindset shift” (P19). Despite this global
shift away from desktop/laptop computers and towards smart
phones, no participant had access to a mobile phone or mobile
phone education while incarcerated, yet the introduction of
mobile phones (particularly smart phones) into the lives of
our participants post-release was common (see Table 2). This
dearth of education for the most commonly used tools upon
release is also true of internet access and web browsing.

More broadly, and also observable in Table 2, was that
participants were familiar with many technologies before they
were incarcerated that they no longer use or are now obsolete
(e.g. pagers, AOL messenger). And vice versa, they now use
many technologies which were completely new to them upon
release (e.g. ChatGPT, iPhones). Computers were the only
technology which people could learn to use while incarcerated.
Thus, the rest of these technologies had to be mastered once
they had already reentered society. Thus, people need to try
to detect and avoid scams at the same time as familiarizing
themselves with device form factors, UX conventions, and in
an abundance that they do not have prior experience with.

4.2.3 Participants felt primed to offer credentials

To reestablish themselves, people recently released from
prison are in a unique position where they must create many
different accounts in a very short period of time, and account
creation becomes a routine gateway to access a resource. The
failure to create an account or download an application when
instructed often means a denial of a crucial need: employ-
ment, housing, identification, social services. The formerly
incarcerated co-authors on this paper hypothesize that this
habit of entering in new credentials over and over, and en-
countering many new credential portals during their reentry,
prime formerly incarcerated people to enter their credentials
into new portals without thinking twice.

One volunteer mentioned that they were surprised
about “How many listservs you get added to when first
(re)establishing your identity online. There are so many ser-
vices that ask for your email address. Getting them all is
overwhelming” (V11).

Another volunteer reported that the person they were help-
ing was struggling with multi-factor authentication (MFA)
when establishing an important new credential: “[they were]
stuck in an MFA loop where their authenticator app required
a different MFA device. We weren’t able to resolve this; I told
them to reach out to their institution’s MFA provider.” In post-
workshop reflection, the volunteer reported that “The MFA
loop was extremely frustrating: the app flow to recover didn’t
work, and it didn’t seem like they had their MFA recovery
codes. I am extremely sympathetic for this since I think the
participant could not have fixed this themselves” (V9).

Multiple volunteers mentioned having to help participants



with email spam filters that came from entering in their (email)
credentials into various services, and sorting through their
email inboxes for actually important communications (V1, V9,
V11). Indeed, one workshop participant experienced a scam in
exactly this way. They recounted a scam where “IT accidentally
clicked an accept when I went to close and delete the email -
it cost me $100.00 to have my computer cleaned”(P11).

4.2.4 Scams that impersonate law enforcement or au-
thority are particularly coercive

We heard many anecdotal reports about scams in our work-
shop. Job-related scams, for example, were mentioned by
workshop participants when asked what unsoliticed phone
calls and text messages were trying to convince them of
(quoted in Section 4.1.1). Additionally, in deciding upon the
topics of our intial workshop, our community partners men-
tioned that information about how to identify scams would
be helpful. As such, we conducted a follow-up survey specifi-
cally asking about scams and scam susceptibility.

In our follow-up survey, we asked about scams in three
buckets: scams claiming to be from the government/law en-
forcement, scams claiming to want a sexual/romantic relation-
ship, and scams claiming to have a job opportunity.

The type of scam which our participants experienced most
commonly were those claiming to be from the government or
law enforcement. Such scams can trigger trauma-informed
fears of re-arrest for formerly incarcerated people. Six out of
13 respondents who engaged with a law enforcement or gov-
ernment scam reported that they engaged with it specifically
because it threatened financial penalties if they did not (e.g.,
fines). Three respondents (of the seven who experienced a
government related scam) reported that they engaged with the
scam specifically because it threatened legal action if they did
not. (The only justification for engaging with the scam which
was more common was not knowing or identifying that it was
a scam and simply complying — seven participants.)

In Personal Narrative 2 (included in Appendix A), the re-
searcher describes how an authoritative-appearing letter de-
manded money for a “business license” renewal that ended
up being a scam. They describe how it had “logos, warnings,
deadlines...” which made it convincing. They continue:

“Prison teaches you to question everything, but reen-
try expects you to trust things you don’t understand.
That makes people like me easy targets.” (A2)

The risk calculus when deciding to comply with a scam
is different for formerly incarcerated people in this position.
Because of the high stakes of re-arrest, participants sometimes
complied with a scam even if they suspected it might be a
scam. For example, Personal Narrative 3 describes the impact
of the threat of missing a purported highway toll:

“I know for me, part of the idea of scams in and of
itself is the fact that they use authority in which to
execute the scam... All it’s going to take is the one

scam that says, ‘Hey, a camera caught you going
through an intersection after the light turned red,’
and [, like most people in my circumstance, would
just simply panic long enough to think, ‘I don’t
want to go back to prison. Whatever this is, I’ll do
whatever it takes to make it go away, to include
payment.’ ... especially when under the directives
of community corrections. ” (A3)

In other words, people may comply with possible scams
that threaten fines or re-arrest because the consequences of
noncompliance in the case that it may not be a scam are so
stark. A3 describes that “I know for me, every rogue parking
charge or Good-to-Go [toll] pass charge all comes with some
level of danger. What happens if I don’t pay? ... My fears
become a scammer’s best target” (A3).

Finally, a few times in our research, when asking partici-
pants about scams they had fallen for online, they mentioned
government entrapment schemes or “sting operations” set up
by (real) law enforcement entities. Some of these tactically
resemble phishing and scams online; sometimes they appear
as romantic or sexual opportunities on dating sites, or job op-
portunities on gig forums. We believe further work is needed
to understand the tactics of government entrapment schemes
online, and to question the efficacy, ethics, and privacy im-
plications of law enforcement strategies that may mimic the
tactics of scammers which law enforcement entities them-
selves criminalize.

4.2.5 The loneliness from incarceration impacts relation-
ship scam susceptibility

Five respondents in our follow-up survey had engaged with a
sexual/relationship scam. Four of the five reported that they
didn’t know or expect it to be a scam. The fifth respondent
engaged with the scam “long enough to troll the scammer and
waste their time” because they were able to “tell it’s a scam
very early on or from the get go” (SF12).

Two of the five who engaged with the relationship scam
said explicitly that they engaged because they were lonely
and starved for connection post-incarceration.

Personal Narrative 1 explores this feeling of loneliness and
scam susceptibility as well: “When I was incarcerated, I was
lonely. Extremely lonely. I had friends of course, but no matter
how close I became with friends and family, nothing could
make up for the lack of a romantic connection....8 years is
a really long time to go cut off from romance and intimacy
[...] This is the emotional state that most men in prison are
constantly in: lonely and longing for connection” (A1l).

The personal narrative explains how female-coded names
started appearing on their email contact lists.’ These email

3In order for an incarcerated person to communicate with someone, they
have to be contacted first; they are unable to reach out to someone on their
own. This communication is often done through the telecommunications
company Securus (formerly known as JPay), who sells tablets to incarcerated



contacts would send them messages, talking about how lonely
they were, too, and forming emotional connections. Ulti-
mately, the author received a letter from a police department
in another state that they were conducting a fraud investiga-
tion. The narrative describes the fear of even being associated
with a potential crime (and the consequences of this for the
sentence they were serving, and the role of loneliness in rela-
tionship scam vulnerability:

“Prisoners, much like myself at the time, are emo-
tionally vulnerable, facing long sentences, and of-
ten do their entire sentence completely alone. Some
have friends and family, but few actually have ro-
mantic partners or other intimate connections. I,
like so many others, was susceptible to that kind
of manipulation and tactic because not only was it
easy to believe, but I wanted to believe that some-
one reached out to me, was interested in me. It made
the scam that much more powerful.” (A1)

4.2.6 Financial instability post-release impacts financial
scam susceptibility

Due to limited employment opportunities and an urgent need
for money to establish themselves, some participants men-
tioned using get-money-quick apps. One participant said that
they use the app “freecash” where they “earn money by play-
ing games” (P17). This app has been investigated for being
deceptive, manipulative, a scam, and violating user privacy
(even TikTok removed Freecash ads for violating “its rules on
financial misrepresentation”) [4, 17, 117]. Another participant
said they often get scam calls advertising that they have “got
a great job opportunity” (P7). These opportunities may be
particularly appealing for formerly incarcerated people, be-
cause they are often barred or discriminated against in many
employment opportunities [29, 30, 80, 116, 140].

In our follow-up survey, eight out of 20 participants had
engaged with a scam claiming to have a job or financial op-
portunity available. Two of these eight explicitly mentioned
having engaged because they “really needed money” (and five
said they engaged because they were curious).

One participant in our follow-up survey said that “When
I was first released trying to figure out how to get my feet
under me, it seemed reasonable to engage with doors that
(seemed to open) but were actually scams. Such as rental
properties, possibly employment” (SFS). As they “got their
feet under them” over time, the urgency, desperation, and
tradeoffs around income and employment balanced out so that
they could be more discerning when presented with (scammy)
financial opportunities.

We hypothesize that this is the reason so many participants
wanted more education and help regarding job applications,

people, and allows them to send e-messages (for a price) to people in the
outside world who have a Securus messaging account.

resumes, how to contact employers, etc, as we discuss in
Section 4.3.3 and 5.

4.2.7 Hesitation to report scams, especially to police

Of 16 follow-up survey respondents who had fallen for a scam,
11 had never reported one. Of those who had never reported a
scam, five articulated that one reason they did not report was
because they “didn’t want to interact with law enforcement,”
one said they “didn’t want to get anyone in trouble,” and eight
“didn’t know who to report to.” Four respondents said that they
didn’t report because they felt “ashamed or embarrassed.”

In the workshop survey, when asked who participants were
worried about having access to their information, they re-
ported “CCOs” (P1), “law enforcement” (P5), “the govern-
ment” (P13) and “DOC” (P19). When A1 was contacted by
law enforcement to investigate the scam that they were a vic-
tim of, they were “ terrified at first because I didn’t know
why I would be involved in their investigation.” Similarly,
A3 describes how receiving a scam purporting to be from a
governmental entity takes advantage of formerly incarcerated
peoples’ fear of authorities. They articulate that “the last thing
[a formerly incarcerated person] need[s] is somebody faking
the thing they hate the most or fear the most, and that’s the
punishment and the idea of going back to prison” (A3).

We hypothesize that this discomfort and distrust with law
enforcement makes reporting scams to those same crime-
related entities undesirable for formerly incarcerated people.

4.3 Mitigating Factors

Finally, while acknowledging the many challenges and risk
factors, we emphasize that formerly incarcerated people are
not helpless: indeed, some of our data suggests that there are
unique factors that can help mitigate risks from scams. We
discuss these factors next (continuing to answer RQ2).

4.3.1 Close relationships and community ties help

In line with previous work [47, 84, 143], when marginalized
and vulnerable groups are left out of institutional and sys-
temic services, they often turn to strong family, friend, peer,
and social networks to navigate digital challenges. When
asked where they turn for help with digital needs, participants
responded that they seek out family (P2, P7, P9, P13) and
friends (P2, P3, P8, P9, P12). These strong community ties
directly prevented scam victimization in Personal Narrative 2.
After receiving a fake letter to pay for a business license fee,
A2 called a friend and claims that “without their support, I
would have sent in the money immediately” (A2). The author
goes on to describe the importance of these social connec-
tions during a stigmatizing experience. “It showed me how
much support matters during reentry. It reminded me that
asking for help isn’t weakness. It’s survival. It’s protection.
It’s community” (A2).



4.3.2 Confidence in identifying scams

In our follow-up survey, we asked participants if they think
think they are better or worse at identifying scams than people
who have not been incarcerated.*

Most participants felt they were better at identifying scams
than people who had not been incarcerated, specifically be-
cause of their history. One participant said that they “used
to con a lot of people in my addiction, [so] I feel like I can
spot a con a mile away” (SF1). Another participant said that
“after being incarcerated/ past criminal you can kinda tell
when things are off especially with ones threatening arrest or
warrants because you’ve had experience with the real thing”
(SF13). Others mentioned that they can “tell when someone
is trying to work me” (P8). Others believed that they received
practice identifying misinformation while in prison, as one
participant says “I’m sure being in prison helped - with all
of the things people tried there” (SF20) and another recom-
mended that people in their position shouldn’t “believe any-
thing, always be skeptical, verify everything, check sources,
and if it seems fishy or too good to be true, it is. You learned
to trust your gut and your feelings on the inside, use those
same instincts on the outside” (SF11).

Conversely, and as mentioned in Section 4.2.1, other partic-
ipants said that they felt worse at identifying scams because
they had not been exposed to them while incarcerated. For
example: “It makes it worse because I was incarcerated for
thirty two years. So I missed everything to do with technology”
(SF3). Others simply expressed that they’ve gotten better over
time, the longer they’ve been out of prison. Two participants
in the follow-up survey mentioned getting better at identify-
ing scams, and more discerning, specifically after falling for
scams a few times upon reentry.

In line with prior work, three follow-up survey respondents
also said that upon identifying a scam as a scam, they engaged
with it specifically fo gather evidence on the scammer or to
scam-the-scammer (sometimes called “scambaiting” [10]).

4.3.3 Participants desire more technology education

Finally, though education is not the only solution — and in-
deed, avoiding scams should not just be the responsibility of
users alone — participants were eager to take active roles
in their own education and security. They were hungry for
more educational programming and felt that education around
scams was important for incarcerated people and people reen-
tering society. They wanted to learn about computers and
coding (P1, P4, P9, P11), digital services like when applying
for scholarships (P7, P19, V4, V5, V7), using file manage-
ment and calendar tools (P3, P10), resumes and cover letters
(P17, P19, V8, V10), and AI (P13, P15, P18). In the follow-up

4We acknowledge that self-reported confidence is not the same as an
actual measure of how well people do in practice, but we sought to understand
whether participants felt that their unique history was only a hindrance to
digital experience, or if it provided benefits as well.

survey, respondents asked for more digital literacy education,
especially during the reentry process.

In our follow-up survey, one participant wrote that “Often
times our information is sold and we need to be educated as
previously impacted by incarceration about scams and how
to identify them so we can spread the word” (SF12). Our
workshops are a preliminary attempt to fill this gap, and we
discuss such opportunities further in Section 5.

5 Discussion

Incarceration presents a unique case study to understand the
experience of being excluded from learning about and access-
ing a society’s tools for years at a time, and then being sud-
denly thrust back into it. This isolation and exclusion creates
several gaps between the best practices of privacy education
and scam prevention on the one hand and the lived experience
of incarceration and reentry on the other. We discuss a few
ideas to mend these gaps, as provoked by our findings.

5.1 Inadequacy of Best Practices for Scam
Avoidance

Our findings reveal gaps between the current best practices
for scam avoidance, and the realities of being formerly or
currently incarcerated in the U.S. Specifically, these gaps are:
¢ Education: Scam research [2,6, 14,21,27,43,48,49, 68,
70,73,76,95,105,113,119,125,132,141, 144, 147, 149]
emphasizes early intervention, education and training to
bolster one’s ability to identify scams, which none of our
participants had access to.

* Technical detection tools: Scam research has created
a myriad of technical tools to detect scams and limit
the reliance on human detection [16,34,73,75,91, 109,
124,132, 152]. The systems which incarcerated people
use (e.g., for communication), to our knowledge, do not
deploy these types of technical detection tools, and fur-
thermore, incarcerated people do not have control over
the implementation of those tools in the digital devices
available to them. Once outside, the challenges with tech
literacy make it hard to use additional tools.

e Data privacy: Scam research [14,25,63] suggests that
one should protect their data privacy by limiting pub-
licly accessible information (e.g., phone number, email
address, and physical address), which our participants
had limited agency over because personal information
about formerly incarcerated people is often publicly
available [120, 138, 142].

¢ Reporting: Some scam research [2, 14,20, 94,95] en-
courages collaboration with law enforcement entities
to report scams [19,41] and arrest the people respon-
sible, which our participants were unlikely to do given
previous (traumatic) encounters with law enforcement.



5.2 Lessons and Recommendations

Digital literacy is important but not a panacea. Firstly, it
is clear to us that digital literacy education and scam train-
ing is important and achievable for currently and formerly
incarcerated people. While the prison may have certain con-
cerns about incarcerated people having access to technology,
it is possible to do this training without creating any vulner-
abilities (even with pen and paper, for example). There is
already a growing amount of digital literacy education being
implemented in prisons including computers and internet ac-
cess [79,93]. We firmly believe that someone being in prison
does not mean they should be excluded from educational op-
portunities, and in fact, education is the leading vehicle for
decreasing recidivism, lowering crime, and making communi-
ties safer [9,37,61, 146]. Furthermore, as 95% of incarcerated
people will be released one day [56], they will be released
into a society which increasingly necessitates digital literacy.

We believe more workshops and educational opportunities
are needed while people are still incarcerated and once people
return to society. We are currently planning a second work-
shop, based on feedback from our first one (as expressed in
Section 4.3.3). This will involve continued support for dig-
ital skills related to job search, educational attainment and
scholarships, in addition to scam prevention, digital privacy
education, and the tradeoffs of Al

Despite this recommendation for digital literacy training,
we echo what the nonprofit Data & Society have argued [150]
regarding digital literacy as a systemic and not individual
problem. In response to vague, insufficient pushes toward “Al
literacy,” they write that: “...the concept of Al literacy has
been leveraged to market a simplistic solution to the very
complex problem of job displacement...” and that the push
for individual “Al literacy faults workers for failing to garner
gainful employment rather than a wider socioeconomic en-
vironment that normalizes precarity.” We agree that digital
literacy and Al literacy will not solve the overwhelming un-
employment rates for formerly incarcerated people [30, 140],
or provide a panacea for the discrimination, poverty, and in-
equality which they experience [35,59, 60, 80].

Limitations of relying on law enforcement for fighting
scams. We note above that some scam research recommends
collaboration with law enforcement vis-a-vis identifying and
stopping scammers. However, in our findings, we report that
people with a history of incarceration are unlikely to report
or collaborate with law enforcement, so another avenue is
clearly needed. We furthermore believe that to the extent that
scammers are themselves motivated by financial need, and
financial need is both a frequent outcome and predictor of
incarceration [18,35,62], incarcerating scammers and per-
petuating this cycle may not be the most effective approach
for fighting scams. We believe this extends to crime generally,
which is largely a function of social vulnerability and neces-
sity, and that incarceration only exacerbates these conditions

for the individuals and society at large.

Consumer protection for incarcerated people. We also
echo an increasing push in academic and legal literature to
extend consumer rights to people in prison, many of which
they are carved out of despite being a literal “captive mar-
ket” [18,74,112]. Related to scam victimization specifically,
the National Consumer Law Center details [23] how being
incarcerated creates “prime targets for financial exploitation.”
They further explain how incarcerated people are left out of
scam reporting processes because federal agencies “encour-
age consumers to report violations of the laws they enforce
online. But most incarcerated consumers lack access to the
open internet... preventing incarcerated people from submit-
ting a fillable form” [23]. To change the state of consumer
protection rights for incarcerated people, a UC Law review
article concludes: “Accomplishing meaningful change will
thus require concerted effort by advocates and a willingness
on the part of policymakers to see incarcerated people and
their families as consumers entitled to the same protections
that are enjoyed by most people every day” [112].

5.3 Opportunities for Future Work

There are many opportunities for future work. Firstly, future
work could quantitatively measure whether there is a substan-
tive difference in the number of scams formerly incarcerated
people receive compared to others, and whether their online
information exposure plays a role in this. We also believe
more work is needed to understand the true societal causes
of scams as simply finding and incarcerating scammers may
not produce desired results. We also believe a direction for
future work could investigate the adoption of Al tools; one
respondent mentioned Perplexity.ai, and another mentioned
ChatGPT when asked where they go to for digital help. Fi-
nally, we believe further work is needed to understand the
tactics, efficacy, ethics, and privacy implications of govern-
ment entrapment schemes online, which some participants
felt were similar to scams.

6 Conclusion

In this work, we investigated the relationship between scams,
digital literacy, and (post-)incarceration in the United States.
We conducted three surveys with a total N=48 unique respon-
dents, and coupled this with personal narratives from three
formerly incarcerated researchers. Our participants were un-
able to gain experience or intuition with new digital tools
or new digital scams while they were incarcerated, and they
frequently fell for and were targeted by scams. We investigate
contributing factors to scam susceptibility and scam mitiga-
tion techniques. We concluded by offering lessons from this
research to better protect currently and formerly incarcerated
people (and help them protect themselves).
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A Personal Narratives

A.1 Personal Narrative 1:
Relationship Scam While Incarcerated

When I was incarcerated, I was lonely. Extremely lonely. I
had friends of course, but no matter how close I became with
friends and family, nothing could make up for the lack of a
romantic connection. I would go to visitation every weekend
because [ had an amazing family that supported me, and I was
blessed that they could make the drive every week. But after
hugging them, getting our food, and sitting down, I would
unconsciously scan the room and see other men sharing pas-
sionate kisses with their wives or girlfriends and wish that
I was them. 8 years is a really long time to go cut off from
romance and intimacy, but the desire for connection started
long before that.

It’s not uncommon for the men inside the walls to share
these feelings, the longing for companionship, because ev-
eryone feels it. One of the ways men try to combat the lone-
liness is to make profiles on write a prisoner websites, and
people were often successful. I myself met one long-term,
long-distance girlfriend whom I dated for about 2 full years.

I remember that, after starting my profile, I would see
names pop up on my JPay (now Securus) account, and I would
get excited, especially if it was a girl’s name. [ would think
to myself, “is she reaching out because she saw my profile?
Does she think I’m attractive? I wonder what she’s like, who
she is.” Even though I always had the purest of intentions,
knowing that most connections I built were professional or
platonic, I couldn’t help it. I was desperate for connection,
and hopeful that every single time I saw a new name, that it
would lead to one. This is the emotional state that most men
in prison are constantly in: lonely and longing for connection.

About 6 years into my prison sentence, I started getting
new names popping up, Sage, Alexis, Sarah, Melinda, and
with each name, came a letter in the mail that the service
would send me. I remember one from Melinda Unruh, talking
about how she’s a lonely woman, whose husband passed away.
How she doesn’t talk to many men because of pain from the
loss she went through. How she spends her time with her
dog in the forest. And how she thought I looked sweet and
that she thought that maybe she’d be open to talking to me.
I couldn’t help but connect with everything she said. I knew
what it was like to lose people, to feel alone, to be cut off from
community, and to find a meaningful partnership with a dog.
After all, I was in the dog program and used a picture of me
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and a dog for my profile picture. I tried writing back, sending
JPay messages, and even calling the number she gave me, all
to no avail.

After about 3 weeks of trying with no luck, I finally gave up
trying to get in contact with her. I didn’t think too much about
it afterwards. After all, there were a lot of people who got on
my JPay that never actually reached out. I went on thinking
that for about another few months as new names cropped up
on my JPay without them reaching out until I received a new
letter; one from a California police department.

In this letter, I was told that the department was investi-
gating illegal fraudulent activity, and I was terrified at first
because I didn’t know why I would be involved in their in-
vestigation. As I continued to read, I realized they weren’t
investigating me, they were investigating a list of names. Fa-
miliar names: Sage, Alexis, Sarah, Melinda Unruh, and others
I recognized too. They told me that these were the names
someone was using to scam prisoners and that if I respond
to any messages these people send me, I could possibly be
charged with fraud as well.

Prisoners, much like myself at the time, are emotionally
vulnerable, facing long sentences, and often do their entire
sentence completely alone. Some have friends and family,
but few actually have romantic partners or other intimate
connections. I, like so many others, was susceptible to that
kind of manipulation and tactic because not only was it easy
to believe, but I wanted to believe that someone reached out
to me, was interested in me. It made the scam that much more
powerful. Thankfully I never got in contact with the scammer
and never lost anything to them, but I know others were not
so lucky.

A.2 Personal Narrative 2:
Business License Scam Post-Incarceration

When I got out of prison, every step I took felt scary. I was
trying so hard to rebuild my life, and starting my own business
was one of the things I was most proud of. It gave me hope. It
made me feel like maybe I really could create a new future. So
when a letter came in the mail saying I had to pay money to
“reinstate” my business, my heart dropped. The letter looked
real. It had logos, warnings, deadlines. I remember thinking,
“Oh no... what if I lose the one good thing I built for myself?”

After incarceration, you carry this heavy fear and mistrust,
of systems, people, and even yourself. I always say, “Prison
teaches you to question everything, but reentry expects you
to trust things you don’t understand.” That makes people like
me easy targets.

At first, I was ready to send the money right away. Panic
took over. But something inside me said, “Call someone.”
So I reached out to a friend. We sat and processed the letter
together, reading every line, talking it through. Without their
support, I would have sent in the money immediately, and I
would have paid $70 more than it actually costs to renew a

business license. That thought still makes me shaky because I
know how easy it would’ve been to lose that money.

When I later learned the whole thing was a scam, my heart
sank. I felt embarrassed, mad at myself, and just tired. Tired
of feeling like the world waits for people like me to slip. But
the truth is, this happens to so many people coming home.
We don’t always know what’s real, what’s required, or who
to ask. And scammers know that fear is loud.

Now, I tell this story so others won’t fall for things like this.
I’m learning to slow down, ask questions, check things out,
and trust that reaching out is strength, not shame. This was
a painful lesson, but it made me more aware, more cautious,
and more connected to the people who truly have my back.

A.3 Personal Narrative 3:
Toll Scam Post-Incarceration

For me, when I first got out of prison, I think one of the biggest
things that I had to deal with was the fact that everything was
a potential landmine. It didn’t stop then, and it still continues
today, that I know it takes absolutely nothing to rock the
foundation of my parole and really send me back. Part of the
fear comes directly from the idea that authority will have a
different or jaded view of something I’'m doing while free,
because it’s just that bit of rapport and relationship building
that has kept me otherwise safe. Not that I've done anything
wrong, but anything can be misconstrued, and that’s where the
danger of the scams really does come in. I know for me, part
of the idea of scams in and of itself is the fact that they use
authority in which to execute the scam. So, most things like a
toll pass or a speeding ticket all come fraught with disaster.
Allit’s going to take is the one scam that says, “Hey, a camera
caught you going through an intersection after the light turned
red,” and I, like most people in my circumstance, would just
simply panic long enough to think, “I don’t want to go back
to prison. Whatever this is, I'll do whatever it takes to make
it go away, to include payment.” Even though I am firm in
my driving ability, it still only takes a subtle suggestion to
invoke the fear. That’s the stark-raving reality of what we
have to deal with, especially when under the directives of
community corrections. It’s imperative that we become better
educated about what these scams are, how they develop, and
how they’re implemented, because it’s incredible, the amount
of fear that is already consuming a person who has been
recently released. The last thing they need is somebody faking
the thing they hate the most or fear the most, and that’s the
punishment and the idea of going back to prison. I know for
me, every rogue parking charge or Good-to-Go pass charge
all comes with some level of danger. What happens if I don’t
pay? In reality though, I never needed to, but because I have
been reaffirmed that the Department of Corrections and their
Community Custody Division doesn’t view wrongdoing with
the same measure of evidence that the courts do, my fears
become a scammer’s best target.



B

Surveys

B.1 Workshop Participant Survey

(all free text besides Q11 which had a yes/no checkbox +
‘other’ free text option)

1.
2.
3.

10.

11.

12.

13.

14.

15.
16.
17.
18.

19.
20.

21.

22.

23.

Which years were you incarcerated?
How long has it been since you were released?

Did you have access to any computers or computer
skills while incarcerated (including educational/business
classes)? If so, what were they?

. How comfortable were you with technology before being

incarcerated?

. What technology did you use regularly before you were

incarcerated (e.g. landline telephone, cell phone, com-
puter, iPod, iPhone, etc)?

. What technology do you use regularly now?
. How has technology changed since you were incarcer-

ated? What was new to you when you were released?

. Considering technology, what have been the most diffi-

cult changes to adapt to?

. Do you have any worries when using technology? If so,

what are they?

Where do you normally go to for information/help re-
garding technology challenges?

Are you ever worried about your information (e.g. mes-
sages, internet browsing history, social media posts) be-
ing viewed by others?

If you answered yes: Who are you worried about seeing
that info?

If you answered above: Do they view this information?
Who and how regularly?

Do you ever get unsolicited phone calls, texts, or emails,
from sources you don’t know or trust?

Do they ever ask for money or personal information?
What do the calls/texts/emails try to convince you of?
How do you respond initially to these calls/texts/emails?
How did this encounter progress or end up? Was it a
scam?

If so, what did you do about it?

What information did the scammer have about you (e.g.
name, DOC number, phone number, email, incarceration
history, employment history)?

Do you ever use apps to make money, win points, earn
rewards? If so, what are those apps?

Is there anything else you’d like to share regarding
digital literacy, adapting to the digital world post-release,
scams, data privacy, surveillance, electronic monitoring,
community custody internet restrictions, etc?

Was this workshop useful?

24.
25.

26.
27.
28.

29.

What worked well?

Is there anything you wish was different about the work-
shop?

What should we change for the next one?

What topics do you want to learn more about?

What topics do you think we should cover in future
workshops?

Is there anything else you’d like us to know about your
experience today?

B.2 Workshop Volunteer Survey

(all free text)

1

. What questions did this participant have for you?
2. What were some challenges in answering the question?
3.

4. Did they have any different conceptions of technology

Did anything surprise you in your conversation?

compared to you?

. Anything else you want to share about this conversation?

B.3 Scam Follow-Up Survey

1.

Did you attend our Computer Basics for Reentry Work-
shop (in September 2025)? (yes/no checkbox + other
freetext)

. Have you ever fallen for or experienced a scam? (yes/no

checkbox + other freetext)

. Have you received or engaged with a scam claiming

that they were the government, authorities, law enforce-
ment, a judge, the DMV, etc? (yes/no checkbox + other
freetext)

. Did they threaten arrest, fines, warrants, or other legal

punishment, if you did not comply? (yes/no checkbox +
other freetext)

. Why do you think you engaged with the scam? Options

(checkbox):

* They were threatening legal punishment (like rear-
rest)

* They were threatening financial punishment (like
fines)

* I didn’t know or expect it to be a scam

* ] didn’t mean to engage - it happened too
fast/without my knowledge

» I haven’t engaged with a legal/fine related scam

e other (free text)

. Have you ever experienced or engaged with a scam

claiming to want a sexual or romantic relation-
ship/message from you? (yes/no checkbox + other free-
text)



7. Why do you think you engaged with the sex-
ual/relationship scam? Options (checkbox):

* I engaged because I was kind of lonely after getting
out of prison

* I engaged because I didn’t know/expect it to be a
scam

* I engaged because I was scared
* I didn’t engage because I was scared

* I didn’t engage but they still claimed to have some-
thing on me

* Haven’t engaged with a relationship-related scam
e other (free text)

8. Have you ever experienced or engaged with a scam that
claims they have a job or financial opportunity for you?
(yes/no checkbox + other freetext)

9. Why do you think you engaged with a job related scam?
Options (checkbox):

* Really needed money

* Was curious

* Was trusting of them

» Haven’t engaged with a job-related scam
e other (free text)

10. Have you reported any of these scams? (yes/no checkbox
+ other freetext)
11. If you answered No, why didn’t you report the scam(s)?
Options (checkbox):
* Didn’t want to interact with law enforcement
* Didn’t know who to report to
* Didn’t want to get anyone in trouble
* Felt ashamed or embarassed
* other (free text)
12. How often do you see or receive potential scams? (free
text)
13. Do you think you are better or worse at identifying scams
than people who have not been incarcerated? (free text)
14. What about you or your experience makes you better or
worse at identifying scams than people who have not
been incarcerated? (free text)
15. Is there anything else you want to share about scams,
incarceration, digital literacy, technology, reentry, etc?
(free text)

C Qualitative Codebooks

The workshop participant survey codes included:

Participants are worried about DOC/CCOs getting their
information

Experiencing identity theft or scam immediately after
release

Digital skills gap due to long isolation
* Dependency on shared or monitored networks

* Internet restrictions, electronic monitoring, or “no-social-
media” clauses

* Trauma-related digital distrust

* Even when help is available, participants rely on friends
or family for support rather than verified sources

* Workshop improvement takeaways

The workshop volunteer survey codes included:

* Highly practical help desired and tied to daily living,
education, and employment

Digital divide (no devices, confusing software, limited
experience)

* Tech support sessions turned into personal storytelling

* Monitoring

Participants wanted to learn but often carried shame,
frustration

* Workshop improvements takeaways

The subsequent combined codebook:

* Scam experiences

* Digital monitoring

* Digital skills gap

* Digital education gap

* Asking technology questions in interpersonal / commu-
nity / friend / family conversations

Practical and educational help desired (for future
workshops)

The scam follow-up survey codes included:

* Government scams + susceptibility

 Relationship scams + susceptibility

* Job scams + susceptibility

* Digital literacy

* Trauma-related distrust for reporting

 Better at identifying scams (e.g., due to life experience)
* Worse at identifying scams (e.g., due to digital divide)
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