Eliciting Security & Privacy-Informed Sharing Techniques for
Multi-User Augmented Reality

Shwetha Rajaram
University of Michigan
Ann Arbor, MI, USA
shwethar@umich.edu

Franziska Roesner
University of Washington
Seattle, WA, USA
franzi@cs.washington.edu

ABSTRACT

The HCI community has explored new interaction designs for col-
laborative AR interfaces in terms of usability and feasibility; how-
ever, security & privacy (S&P) are often not considered in the design
process and left to S&P professionals. To produce interaction pro-
posals with S&P in mind, we extend the user-driven elicitation
method with a scenario-based approach that incorporates a threat
model involving access control in multi-user AR. We conducted
an elicitation study in two conditions, pairing AR/AR experts in
one condition and AR/S&P experts in the other, to investigate the
impact of each pairing. We contribute a set of expert-elicited in-
teractions for sharing AR content enhanced with access control
provisions, analyze the benefits and tradeoffs of pairing AR and
S&P experts, and present recommendations for designing future
multi-user AR interactions that better balance competing design
goals of usability, feasibility, and S&P in collaborative AR.

CCS CONCEPTS

+ Human-centered computing — Scenario-based design; Mixed
/ augmented reality; « Security and privacy — Usability in se-
curity and privacy.
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1 INTRODUCTION

The proliferation of new extended reality tools that enable collab-
oration between users in co-located and remote settings, such as
Spatial, Microsoft Mesh, and Meta Horizon Workrooms!, raises
many new challenges. The HCI community is exploring multi-user
augmented reality (AR) on the system infrastructure side; recent
work addresses technical challenges such as bridging remote envi-
ronments through spatial capture [4, 8, 23, 53], as well as improving
usability through novel techniques to encourage awareness and
communication between collaborators [17, 18, 41, 55].

A related stream of research in the security & privacy (S&P)
domain explores novel threats involving access control of virtual
content and physical spaces in multi-user AR. Prior work has stud-
ied threats related to unwanted access or manipulation of vir-
tual content [49], norms for placing virtual content in personal
or private physical spaces [27, 42, 49], and unwanted capture and
sharing of environmental information involving other users or by-
standers [1, 13, 48]. However, in reviewing the body of HCI research
on AR systems and interaction techniques, we notice that security
& privacy is often not a major consideration in design. This is par-
ticularly concerning given the accelerated adoption of AR, e.g., in
educational contexts [43], and as AR form factors become more
suitable for everyday, always-on usage. Our work seeks to bridge
the gap between these two separate threads of research through ex-
ploring methods for integrating S&P considerations into the design
process for multi-user AR interaction techniques.

As a step in this direction, we explore how user-driven elicita-
tion [59] can be extended to incorporate S&P considerations in
the design of interaction techniques. Elicitation studies have been
widely-established in HCI as a method for working with end-users
to propose intuitive interactions that accomplish a given system
function or effect [33, 56, 59]. Benefits of this approach have been
demonstrated with respect to usability design goals (e.g., increased
memorability and identification of interactions [2, 3]). To consider
constraints impacting technical feasibility (e.g., whether interaction
techniques can be achieved with existing gesture recognizers or
via on-device sensors [51] and the implementation effort required),
prior work incorporated functional system prototypes in elicitation
studies [36, 37, 51].

!Spatial: https://spatial.io; Microsoft Mesh: https://www.microsoft.com/en-us/mesh;
Meta Horizon Workrooms: https://www.meta.com/work/workrooms/
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In addition to usability and technical feasibility, our work in-
tegrates consideration afecurity & privacydesign goals, which
are not explicitly incorporated in prior elicitation studies. Inspired
by research in the usable privacy domaigf 61], we adopted a

scenario-based elicitation approach to provide a concrete basis for

analyzing S&P considerations corresponding to speci ¢ interac-

tion proposals. Drawing on established use cases for AR in edu-

cation [43 55, we created a scenario where students collaborate
on an engineering lab using head-worn AR and designed a digital
sketch to depict the students' di erent collaboration contexts (AR

users vs. non-users, co-located vs. remote users, and public vs. pri-
vate spaces). We focus on threats involving access control of virtual

content and physical spaces in multi-user AR, adopting Ruth et al's
threat model for multi-user AR interactionsd as a framework
for navigating threats from di erent people's perspectives. Our
protocol adapts Morris' production, priming, and partners (PPP)
method [33, pairing two designers together to produce interaction
proposals for sharing AR content. In addition to production, we

incorporate a revision phase, where partners critique each others'

proposals with respect to the threat model and suggest ways to
mitigate potential threats.

A key question for our research was whether our scenario-based
elicitation approach provides su cient guidance to mitigate threats
in interaction proposals, or whether additional expertise in S&P is
still required to elicit high quality proposals. To assess the impact

that varying degrees of S&P expertise on the design team has on
the set of elicited interactions, we conducted a between-subjects

study with two conditions: pairing two AR experts togetheAR/AR
condition) and pairing an AR expert with a S&P expeAR/SP
condition). Overall, our elicitation study yielded sharing techniques
enriched with access control provisions bothconditions. While
the AR/SPpairs produced access control techniques earlier on in the
elicitation session, pairs in both conditions produced similar types
of these techniques, including both interactions adapted from legacy
systems and more creative interactions tailored to the speci c usage
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2.1 Elicitation Studies

Our design approach is inspired by prior work user-driven elicita-
tion, which was popularized by Wobbrock et ab§] and is widely
used in HCI research as a method for designing interaction tech-
niques with non-expert usersgf. These studies are often facili-
tated by using a Wizard-of-Oz prototype to present participants
with a referent(the e ect of a system function, e.g., advancing a
slide or zooming in) and asking them to propose actions that could
achieve that e ect. Proponents of this approach note the advan-
tages in designing interactions with non-technical users rather than
software developers, who may prioritize the implementation con-
straints of the system over the mental models and capabilities of
end-users 3, 59. There are many demonstrated bene ts of user-
de ned gesture sets, including that new end-users can more easily
remember the symbols and identify their intended e ects with-
out having seen the gesture set beforg.[Related to our focus
on interaction techniques for multi-user AR, prior elicitation stud-
ies contributed mid-air gestures for mixed reality systends40Q,
Kinect-based interfaces [32], and virtual mirror displays [28].
However, user-de ned gestures can be di cult to implement
in interactive systems, e.g., requiring additional e ort to train cus-
tom recognizers or instrumenting users with additional sensors to
track areas of the body that are di cult to capture via AR HMDs'
built-in cameras. Prior work addressed this limitation through uti-
lizing functional systems prototypes that respond to user-de ned
actions B6, 37, 51] instead of Wizard-of-Oz, in order to understand
end-users mental models and preferences towards interaction tech-
nigues that current gesture recognizers are capable of supporting.
In addition to the design goals of usability and technical feasibility
that prior literature explored, our work adds a third goal of security
& privacy, which is not explicitly considered in previous elicitation
studies but is increasingly important for multi-user AR systems.
We also draw on recent work studying users' privacy prefer-
ences with 0T devices, through jointly eliciting design proposals
and conducting privacy analyses with various stakeholders. Yao et

scenario. These results suggest that when it is not feasible for AR 5| conducted a co-design workshop where non-expert users ana-
inte_raction designers to _directly inc_lu.de_S&P professionals in the lyzed privacy concerns from the perspective of di erent users in
design process, a scenario-based elicitation process as demonstrated rgle play activity, then prototyped designs for privacy-friendly

by our approach leveraging prompts that increasingly introduce

threats along a threat model and facilitating turn-taking between
designer and critic roles can result in the design of S&P-aware
yet creative design proposals.

This work contributeg(1)an empirical study exploring the e ects
of pairing two AR experts versus AR and S&P experts for our
scenario-based elicitation proceg8) the resulting set of expert-
elicited interaction techniques for sharing AR content and providing
access control, an(B) design recommendations for multi-user AR
interactions which mitigate tradeo s between design goals for
collaboration and access control.

2 RELATED WORK

Our work builds upon prior research in elicitation studies, multi-
user interaction techniques & systems, and security & privacy con-
siderations for AR experiences related to access control of virtual
and physical spaces.

smart home devices[l]. Working with experts from a variety of
privacy-related disciplines, Emani-Naeini et al. iteratively elicited
factors to compose privacy and security nutrition labels for loT
devices, having the experts anonymously review an aggregated list
of factors at each stage and provide their rationale for accepting or
rejecting them B4. We took inspiration from how these works con-
sidered di erent stakeholder perspectives to evaluate the privacy
implications of the proposed designs. To more explicitly incorpo-
rate the dimension of implementation feasibility, we chose work
with expert participants who could discuss and address technical
tradeo s that arise with the interaction proposals.

2.2 Multi-User AR Systems

There is a long trajectory of HCI research dedicated to developing
system infrastructure for multi-user AR experiences. In this section,
we review recent examples of collaborative AR systems from the
CHI and UIST conferences and identify trends with respect to our
three design goals of technical feasibility, usability, and S&P.
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We observed an increased interest in enabling more exible and
ad-hoc distributed collaboration systems in AR, which requires over-
coming technical challenges in environmental sensing to bridge
the gap between remote environments. For remote meetings and
training, techniques have been developed for capturing and con-
veying collaborators' environments to other AR users through rst
and third person video§, 23, 36 video [41, 53, and 3D recon-
structions of users' surroundings] 23 24, 53 (as depth sensing
technologies become increasingly available). Prior work has also
leveraged ne-grained sensing mechanisms and algorithms for
object-tracking pQ and people-tracking §, 17, 21, 23, in order
to enable more contextually-aware AR experiences which can op-
erate in dynamic multi-user environments. A majority of these
recent multi-user systems utilize hand-held and head-worn AR,
although tabletop 6, 30 50 and room-scale projective AR experi-
ences [17, 21] continue to be explored.

In terms of usability design goals, we identi ed a trend towards
interaction techniques for remote collaboration that provide a vari-
ety of visual and audio cues to aid remote users in completing tasks
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content [25 26 31, 47, and causing physical harm through manip-
ulating users' perception of the real world [10, 26, 54].

Beyond these challenges, multi-user AR can pose new threats
related to access control of virtual content and physical spaces,
which is the focus of our work. Ruth et al. contribute a threat model
involving untrusted other users in multi-user AR4H, including
adversaries accessing con dential virtual content, performing un-
wanted content placement or manipulation, or learning private
information about the user or their physical environment. Prior
work has also studied users' perception of ownership within phys-
ical and virtual spaces and agency over when and where to see
content [27, 42 45. To mitigate these threats, recent work from the
computer security community proposes technical implementations
of sharing frameworks and policies to mitigate S&P concerns. Ruth
et al. developed a set of sharing principles to protect AR users from
other untrustworthy users 49, including outbound controls to
specify user permissions for accessing and editing virtual content
and inbound controls to prevent receiving unwanted content. Roes-
ner et al. proposed the world-driven access control framewot§ [

and increase their sense of presence. One example is Piumsomboonwhich utilizes the user's real-world context to control AR appli-

et al's technique utilizing a Giant worker who manipulates a
360 camera tracked with 6 DOF to help a Miniature collabora-
tor navigate the giant's environment4l]. Common metrics used
to validate the usability of system prototypes include subjective
ease-of-use ratings via established scales such as £29 52 53,
cognitive workload B, 29 41, 5§, user preferences towards system
features B, 41], and task performanced, 41, 53 55 5§, which is
consistent with Dey et al's ndings from a review of 10 years of
AR usability studies 14. In more recent literature, we also identify
an increased interest in measuring social presenge3[29 41, 53.
However, a majority of the systems research we reviewed did not
explicitly consider S&P in their design process. A few exceptions
introduced interaction techniques to designate fully public vs. fully
private AR content 1§ and stop sharing camera data in remote
collaboration scenarios4l], but do not support more ne-grained
sharing controls or mitigate other threats with using AR in public
environments, such as privacy harms involving bystanders. Our
work seeks to address this gap in literature around multi-user AR
interaction techniques which are designed with S&P in mind, in
addition to the design goals of usability and feasibility. We opted for

cations' access to sensor data (e.g., apps can be denied access to
always-on sensors such as cameras and microphones when the user
enters a bathroom). Lebeck et al. implemented a policy speci cation
framework to mitigate malicious or accidental behavior from AR
applications by automatically changing the appearance of virtual
content that may pose safety concerns to users [26].

In our work, we study novel interaction techniques for sharing
AR content, rather than platform-level policies that govern sharing.
We adapt Ruth et al's49 threat model in our elicitation process
to analyze threats related to access control which could arise with
speci ¢ interaction proposals.

3 MULTI-USER AR SCENARIO

To provide a concrete basis for designing sharing techniques and
analyzing corresponding threats involving access control, we based
our elicitation study on a speci ¢ multi-user scenario utilizing
head-worn AR. OufFuture of Educatioscenario was inspired from
two established AR use cases from prior wo(k) enabling new
educational experiences using AB{ 43 44, 55 and (2) supporting

a more open-ended design approach based on multi-user AR usageremote collaboration through immersive workspaces 23 41, 53.

scenarios, rather than eliciting interaction techniques through a
functional prototype which could impose technical constraints (e.g.,
small eld-of-view and prescribed input modalities).

2.3 Threats Involving Access Control in
Multi-User AR

The widespread use of AR through always-on, personal comput-
ing devices could bring about novel S&P risks which have not yet

been experienced with screen-based technologies, due to AR de-

vices' unique sensing and immersive output capabilitid$ [47).
Prior work in AR/VR and lifelogging devices has explored a vari-
ety of social concerns which AR could enable, including surfacing
sensitive information through the collection of biometric and envi-
ronmental data 1, 13 19 22 48, inserting undesirable or harmful

We aimed to increase experimental control in our elicitation study
by focusing on an established AR use case and familiar physical
contexts (i.e., educational and personal home environments where
people have clearly-de ned expectations of security & priva8g]),

so that participants could concentrate on designing interaction
techniques rather than debating the S&P needs for the scenario.
We also covered a variety of design dimensions (e.g., co-located
vs. remote collaboration across both public and private spaces) to
increase the generalizability of the elicited sharing techniques to
other scenarios that share these characteristics.

This section rst presents the three design dimensions which
informed the creation of the scenario and were later used in the
elicitation study to support the participants' design and critique
processes. Then, we walk through a digital sketch of the scenario,
presenting our rationale for including speci ¢ visual elements in
the sketch to convey di erent users and design dimensions.
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Figure 1: Future of Education Scenario: Violet, Russell and Doug collaborate on an AR engineering lab involving a physical
car engine and a room-scale AR experience. Violet and Russell are working from a co-located classroom along with Carly, a
student in another lab group, and Jack, the instructor. Doug is working remotely from his private home while taking care of

his daughter, Ellie.

3.1 Design Dimensions

To guide the development of the scenario, we de ned three di-
mensions to consider when designing techniques for sharing AR
content in multi-user experiences: (fhe time/space matrix [2Q
which maps collaboration dimensions in terms of co-located vs.
remote users and synchronous vs. asynchronous sharing;q@)
siderations for public vs. private spaces , e.g., people who are
present in addition to the AR users and their ownership of objects
within the space #7; (3) athreat model involving access con-

trol of virtual content and physical spaces in multi-user AR
developed by Ruth et al48, with four classes of threats: untrust-
worthy individuals accessing private virtual content, performing
unwanted content placement or manipulation, or learning private
information about the user or their physical space. In our scenario,
we consider di erent granularities of access control, e.g., di erent
permissions for viewing and editing AR content, allowing the AR
device to capture varying degrees of detail about the physical en-
vironment. Following the scope of Ruth et al.'s threat modé#|,

we focus on ways that the AR users represented in our scenario
could act as adversaries; we do not explicitly consider a higher level
of adversarial entities, e.g., service providers, network hackers, or
other applications. We further discuss considerations for access
control in our scenario in Sec. 3.2.2.

3.2 Scenario: Future of Education

In Figure 1Violet , Russell andDoug are three students collaborat-
ing on an AR engineering lab. They manipulate the con guration of

frequently walks around the room to pick up various toy8arly
is a student working in a di erent lab group, but since the lab is
a graded assignment and collaboration across lab groups is pro-
hibited, she should not have access to Violet, Russell, and Doug's
virtual simulation content.Jack, the instructor, oversees the class
and provides feedback to students when necessary. The headsets
may be used by students in di erent class periods, who are also
prohibited from accessing Violet, Russell and Doug's lab content.
We also used the design dimensions to create a set of four
prompts for eliciting interaction techniques (Table 1). We formu-
lated these prompts to span the time/space matrix, rst considering
the co-located collaborators (Violet & Russell), then bringing in
Doug who is collaborating remotely. The prompts also increasingly
raise threats to access control by bringing in Doug's private home
(Prompt 2) and considering the bystanders and non-users in the
scenario (Prompt 3).

3.2.1 Scenario Design Rationallee systematically designed the
Future of Educatioscenario to provide coverage of the design di-
mensions (Sec 3.1), selecting story and visual elements to depict
di erent considerations for multi-user AR in the digital scenario
sketch. The public, co-located classroom is an open environment
with few physical barriers between users; the equipment and tables
are shared between many students in di erent class periods, so
there is little notion of private spaces or objects within the envi-
ronment. In contrast, Doug's personal home could contain private
information (e.g., the mail on the table and the security system

a physical engine and use a room-scale, head-worn AR experience console on the left wall). We also incorporated bystanders and non-

of a car to simulate its functionality. Violet and Russell are in a
co-located classroom environment, and Doug collaborates from
his personal home while taking care of his daught&tlie , who

users to introduce threats to access control based on Ruth et al.'s
threat model B9. For example, Carly could attempt to gain access
to Russell, Violet and Doug's virtual content. Doug's collaborators
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