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Abstract—Augmented reality (AR) headsets are now com-
mercially available, including major platforms like Microsoft’s
Hololens 2, Meta’s Quest Pro, and Apple’s Vision Pro. Compared
to currently widely deployed smartphone or web platforms,
emerging AR headsets introduce new sensors that capture sub-
stantial and potentially privacy-invasive data about the users,
including eye-tracking and hand-tracking sensors. As millions
of users begin to explore AR for the very first time with
the release of these headsets, it is crucial to understand the
current technical landscape of these new sensing technologies
and how end-users perceive and understand their associated
privacy and utility implications. In this work, we investigate
the current eye-tracking and hand-tracking permission models
for three major platforms (HoloLens 2, Quest Pro, and Vision
Pro): what is the granularity of eye-tracking and hand-tracking
data made available to applications on these platforms, and what
information is provided to users asked to grant these permissions
(if at all)? We conducted a survey with 280 participants with no
prior AR experience on Prolific to investigate (1) people’s comfort
with the idea of granting eye- and hand-tracking permissions on
these platforms, (2) their perceived and actual comprehension of
the privacy and utility implications of granting these permissions,
and (3) the self-reported factors that impact their willingness to
try eye-tracking and hand-tracking enabled AR technologies in
the future. Based on (mis)alignments we identify between com-
fort, perceived and actual comprehension, and decision factors,
we discuss how future AR platforms can better communicate
existing privacy protections, improve privacy-preserving designs,
or better communicate risks.

I. INTRODUCTION

Augmented reality (AR) technologies have reached the cusp
of commercial viability, transforming how we interact with
the real world, the digital world, and ourselves Unlike tra-
ditional 2D contexts where users interact with content on flat
screens, extensive research from industry and academia aims

'We use the term “AR” to refer to technologies that place virtual content in
a user’s view of a real-world environment. Other works may use other terms
to refer to the same or related concepts, including mixed reality (MR) and
extended reality (XR).
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to reinvent how users naturally and smoothly interact with the
virtual 3D world. Eye-tracking [2], [20]], [43], [64] and hand-
tracking [[18], [[19], [47], [75] are integral to this evolution,
enhancing user immersiveness [39], [43]] and bringing different
yet more intuitive and natural input modalities.

Existing consumer-facing AR headsets, such as Microsoft’s
HoloLens 2, Meta’s Oculus Quest Pro, and Apple’s Vision
Pro, are already equipped with advanced sensors to perform
eye-tracking and hand-tracking. These sensors enable exciting
functionalities, such as navigating and interacting with the
virtual space using eye gaze [2], [9] and hand gestures [3|],
[11], [17], or system performance optimizations [13[]. Despite
the potential benefit these new features bring, existing research
has highlighted privacy concerns associated with both eye-
tracking and hand-tracking sensors. For instance, the data
captured by these devices could be used for inferring sensitive
user attributes [[66[], [72], [96], predicting interest level [44],
[100], and revealing user identity [71]], [78][], [8O].

Depending on the system design, AR systems or appli-
cations may access the data from these sensors by asking
users for permission, or access may be passively enabled by
default. End users may grant or deny permission requests
based on their expectations of the utility-privacy tradeoff. If
users consent to these sensors without fully understanding the
associated risks, they may unintentionally expose themselves
to privacy violations and security threats [74], [88]]. On the
other hand, clear communication of the data collection and
privacy techniques can effectively increase users’ willingness
to adopt new technologies [99]. While the literature on mobile
or web platforms is rich, to our knowledge, there have been
no empirical studies on permission-granting in the space
of Augmented Reality headsets. Thus, our first foundational
research question is focused on comprehensively assessing
how permission management works on exemplar examples of
modern AR technologies:

o RQ1: Current Landscape. What is the current technical
landscape for eye-tracking and hand-tracking permissions
in AR platforms?

For this work, we focus on three leading examples of AR
technologies: the Microsoft HoloLens 2, the Meta Oculus
Quest Pro, and the Apple Vision Pro. We base our analysis



on experimentation with real devices and publicly-available
information. Informed by our findings to RQ1, we next explore
the answers to the following two research questions. At a
high level, these research questions ask: how do users feel
after being presented with the permission dialogs from the
HoloLens 2, the Oculus, and the Vision Pro (e.g., how do they
feel about their privacy) (RQ2), and do they understand what
it means to grant a permission on these devices (e.g., what are
the privacy implications of granting permission) (RQ3)?

More precisely, our next two research questions are:

o RQ2: User Perceptions. How do people perceive differ-
ent platforms’ privacy permission flows for eye-tracking
and hand-tracking in AR? We explore the extent to
which people feel comfortable and informed about these
permissions.

« RQ3: User Comprehension. After viewing the informa-
tion provided by the permission flow, how well do people
comprehend the permissions, their capabilities, and the
associated privacy risk?

To answer RQ2 and RQ3, we conducted a survey of 280
participants. In this survey, we showed participants screenshots
of the permission-granting interfaces for the HoloLens 2,
Oculus, and Vision Pro. We asked participants to what extent
they felt comfortable and informed about the permission,
confident about the protection of sensitive data, and how
clear they found the permission flow to be. We explicitly
recruited participants who had no prior experience with AR,
in order to capture people’s comfort and comprehension on
their first exposure to these permission-granting flows, rather
than relying also on their past experiences.

Among our findings, we observe that: (1) the extent to which
participants felt comfortable and informed depended on the de-
vice, sensor, and whether they were considering system-level
or app-level access (Section [V-A). (2) Participants experienced
greater difficulty understanding privacy implications compared
to utility, and are generally less informed at the app-level
compared to the system-level (Section [V-B). (3) Participants
were largely uninformed about data handling processes, for
example, whether the system or application shares their data
with external servers, has access to the raw data, or accesses
their data in the background (Section [V-C).

Additionally, we investigate what factors participants report
would contribute to their willingness to try eye- and hand-
tacking enabled AR technologies (RQ4, Section [V-DJ. For
example, how do participants weigh the importance of un-
derstanding who has access to their data or why these data
are being collected?

« RQ4: Factors that Impact User Decisions. What
permission-related factors do people report as important
in their decision-making process around whether or not
to try eye- and hand-tacking enabled AR technologies in
the future?

Stepping back, we then compare the results between percep-
tion (RQ2), comprehension (RQ3), and self-reported decision
factors (RQ4) to identify (mis)alignments (Section [VI). For

example, we identify cases where comfort may be founded
in part in a misunderstanding of the actual implications or
implementation of a permission, meaning that people may
believe a permission is more or less privacy-invasive than
it actually is. We discuss how future AR systems could im-
prove the permission-granting flow for eye-tracking and hand-
tracking while better communicating privacy implications,
and/or implementing privacy protections currently lacking.

Disclosure. We have reported all of our findings to Apple,
Meta, and Microsoft.

II. BACKGROUND AND RELATED WORK
A. Augmented Reality

AR technologies are receiving increasing attention from
both academia and industry. AR headsets like Microsoft’s
HoloLens 2 [1f], Meta’s Quest Pro [28]], and Apple’s Vision
Pro headset [8]] are transforming previous visions for AR into
market-ready products. Unlike traditional mobile computing,
AR interactions tailor the immersive digital world in response
to a user’s actions, such as eye and hand movement. Today’s
consumer AR headsets are equipped with sensors that collect,
monitor, and analyze this data in real-time.

B. Eye-Tracking and Hand-Tracking

The current approach to enabling eye- or hand-tracking on
AR headsets is through a combination of built-in sensors and
computer vision algorithms. For eye-tracking, AR headsets
use near-eye infrared cameras [2f], [8], [21] to pinpoint the
pupil’s location and reveal where the user is looking. For
hand-tracking, they use inside-out depth cameras [8], [18],
[21] to detect the configuration of each finger as well as hand
movement and orientation.

1) Utility: Captured eye-tracking and hand-tracking data
enable a wide range of AR interactions and offer practical
benefits. For example, users can use their hand or gaze as
the main input medium to select, navigate, and interact with
virtual objects [43]], [47]], [S0], [87]. With recent hardware
and computer vision algorithm advancements, an AR system
is able to perform high-fidelity 3D reconstruction of a user’s
eye or hand movement based on the tracking data, useful for
creating social interaction [92], [95]). Eye-tracking data, specif-
ically, enables foveated rendering [13]], which optimizes the
computational efficiency in rendering by reducing resolution
in the periphery, and mitigates the vergence-accommodation
conflict [65]], which reduces user discomfort. Additionally,
today’s AR system can utilize iris patterns for authentication
purposes [9], [27].

2) Privacy Concerns: Although these sensors have func-
tional benefits as outlined above, recent research has also high-
lighted the privacy implications associated with eye-tracking
and hand-tracking data. For example, prior studies suggest eye-
tracking data can be used to reveal sensitive user attributes,
including gender, age, race, geographic origin, and a wide
array of personal characteristics and preferences [66], [72],
[96]. Gaze pattern can be leveraged for targeted marketing



based on a user's estimated interest leve| [44], [100]. RecdRauschnabel et al. [81] underscored privacy's impact on user
studies showed users can be pro led and deanoymized basedision-making in the context of conceptual AR devices. Gal-
on their hand-tracking data [71], [78], [80]. Because eydardo et al. [57] explored preferences regarding data collection
tracking and hand-tracking have such strong implications feia hypothetical consumer-grade AR glasses.
privacy, it is integral to investigate the extent to which users However, to the best of our knowledge, no previous research
understand the capabilities and risks of these sensors. has addressed eye- and hand-tracking permission-granting pro-
cess of real consumer-level AR devices. Indeed, only recently
have such AR headsets and functionalities become available
Users rely on dialogs in the permission-granting process the consumer market. With the potential for widespread
to learn about the potential utility and privacy risks ass@doption of these headsets in the near future, it is imperative
ciated with certain permissions, all of which allow userto examine their privacy design, evaluate their permission
to make an informed decision. Many previous works ainmodels, and probe users' comprehension and potential mis-
to understand what concerns users have when granting m@nceptions about the technology. We aim to begin closing
missions [[41], [[52]+[55], [[7[7], and how to better designhis gap in our work here.
the permission/warning dialog to increase transparency for
the users [[56],[[97]. Prior work assessing the efcacy of !l RQ1: CURRENT AR PERMISSIONGRANTING
permission systems have used comprehension to determine LANDSCAPE
the extent to which users are informed about the permissiofs Methodology
being regut_asted. I_:elt et aI._|55] rst studied the ef'fecti\(eness-l-O understand the current landscape of eye-tracking and
O_f Android |n'|5taII-t|me permission, and Shen et al._ [8_6] InVe%'and-tracking permissions in today's AR platforms, we investi-
tlgqted USers comprehensmn Of, the runtime permission mo ted three high-pro le publicly available platforms: HoloLens
on iOS and Android. Both studies showed only a very smajl (from Microsoft), Quest Pro (Oculus, from Meta), and

percei)r?lt_qge ?f userr]s can infer the_go:jre_ctf scope of perrglssmgion Pro (from Apple). Our team conducted multiple rounds
capabilities from the system-provided information. Harborty gy ctyred brainstorming to generate and re ne properties

et al. [59] evaluated user comprehension of permissions {&joyant to eye- and hand-tracking permission granting (e.g.,

quested in mobile AR appllcatlons. Their 're.sults_suggest%ether applications have access to eye-tracking data when
that users are concerned with current permissions in AR, S%Pming in the background)

as speech and face recognition, yet the mobile system did NOhfter nalizing the properties, the lead author examined the

request permission t(_) collect such datg. Our study builds UP88cumentation and the privacy policies, and built applications
prior .quk by chusmg on eye-traqklng and hand-trackmgn each device to evaluate each property. We performed our
permissions, which are unavailable in the mobile AR conteifitial evaluation in October 2023 and veri ed them on the

and thus are largely novel to much of the population. up-to-date AR operating system (Holographics version 24H1,
D. Security and Privacy Research on AR Oculus Quest version 65, and visionOS version 1.1) in May

2024. All paper authors iteratively validated the ndings and
We add to a growing body of work from the computef, oo ved dﬁsggreements y g

secur?ty aqd privacy commu'nity,'which has been addressmgWe highlighted that our ndings are based on snapshots of
secu_rlt_y_, prlvacy,_and safety ”Sks. in AR for over a decgde [83’[11e ever-changing AR permission ecosystem, and the results
The initial security threat mo_delln_g _taxt_)nom|es for AR Welfhight be subject to change in future upgrades. For example,
proposed Ey Roesnerfet al., |dent;3f2/1|ng(;;|nput, data iacc;ess,{) é?noticed several changes in the permission Ul for Oculus
output as key areas of concerfi [84]. Guzman et al. then LHﬁnd-tracking and eye-tracking privacy notice, though these

on these categories, incorporating user interaction and deV&%%ngeS didn't affect system capability. Nevertheless, our nd-

_protec_tion [48].' Much pr_ior work falls into the_se taxor?omie%ngs can serve as a benchmark to evaluate how the permission
ES/L\’?F'?Q ISt;Jd'eS f%‘?tlsmg,, on 859ensgr4 dat;g 'n%Ut _pnvac;g |dndscape evolves. We summarized the selected properties in
platforms [61], [62], [[89], [[94], [[98], device and y,, «permissjon Comprehension” column in Table IV, high-

ZeRtwork safg'gl [5;3(]] [963']7’ user inpyt [#5], [p9), and maIiCiousf’lghting our ndings for each AR platform using an underline.
output [38], [46], [67]. Below, we present the key similarities and differences across

Relatedly, (_Jther emerging and Qngoing resea_rch investigalfzqe three platforms. The complete list of reasoning and
end-user's privacy preferences within AR. For instance, DeQ(Jpporting references is available in Appendix IX.
ning et al. [49] found that bystanders of AR headset-users

are concerned about being identi ed, highlighting the need ®. Eye-Tracking Permission

grant permission before being included in the AR recording.

O'Hagan et al.[[79] conducted an online survey to examirfeermission Request.We nd that only Oculus requests
bystanders' privacy preferences and comfort with various ARRe user's permission to perform eye tracking on a system
functionalities on hypothesized AR applications. Lebeck et dével, as shown in Figure 1. The permission dialog from
[68] conducted hands-on HoloLens activities and interviewthe system illustrates the potential utility of eye-tracking and
to examine privacy concerns in multi-user AR environmentthe privacy-preserving techniques Oculus deploys. In contrast,

C. Permission Granting



users nhavigate applications, visionOS processes and renders
visual effects that respond to where they look on the device.

Data Transmission. While Oculus is the only platform that
requests permission to enable eye-tracking on a system level,
we also nd that it is the only platform to collect and
retain user's eye-tracking data. Speci cally, Oculus stored the
abstracted gaze data and users' interactions with eye tracking
in their company server. As stated in their privacy policy [14],
the eye-tracking data will be associated with users' accounts
until Meta “no longer need it to provide the service or improve
the eye-tracking feature”.

C. Hand-Tracking Permission

Fig. 1: Oculus: System-level eye-tracking permission.
Permission Request.Similar to eye-tracking, only Oculus
requests the user's permission to perform hand-tracking on
a system level, as shown in Figure 3. The permission dialog
illustrates the potential utility and provides a reference link
to the privacy policy. Vision Pro is the only platform that
requests app-level permission for hand-tracking, as shown in
Figure 4b, whereas the other two platforms automatically
grant applications access to the hand-tracking API. The only
platform that supports background access for hand-tracking is
HoloLens, as shown in Figure 4a.

Data Granularity. All platforms provide an abstract repre-
(a) HoloLens 2: App-level per- (b) Oculus: App-level permis- sentation of the user's hand-tracking through hand skeleton
mission (app name blurred for sion (app name blurred for data. With the underlying recognition model, the system can
anonymity) anonymity) understand users' gestures, hand position, relative hand size,
Fig. 2: App-level Eye-tracking dialogs and hand movement. The only difference is that the developers
can get access to the user's hand-tracking data without an
additional prompt on HoloLens and Oculus (if the user already

eye-tracking capability is enabled by default for HoloLens Odranted it to the system). For Vision Pro, the hand-tracking

,V'S'0n Pro on the system level, given its one of the PrMaryata is only available to the developer when the application is
input modalities (as opposed to controllers for Oculus). Dﬁ:'dan immersive space [19]

velopers could request eye-tracking permission on Oculus an
HoloLens as shown in Figure 2, but not on Vision Pro. Data Transmission. While Oculus is the only platform that

_ .. requests permission to enable hand-tracking at the system
Data Granularity. All three platforms prevent applications|e,e| it also processes and shares the hand-tracking data with
from accessing raw eye-tracking images due to signi cale Oculus server, where it is retained for 90 days [15]. For

privacy concerns. For Oculus and HoloLens, the provided e)§a|5| ens, the hand-tracking data is processed on the device
tracking APIs [2], [12] include abstracted eye-tracking datayq is not stored [33] and for Vision Pro, the hand-tracking
comprising a stream of gaze vectors to represent the use[:s, is only stored on-device [31].

eye orientation and movement patterns [14], [20]. However,

neither platform controls how third-party entities use, store, IV. USERSTUDY METHODOLOGY

or share users' abstracted gaze data [14]. To answer RQ2-RQ4, we designed and ran a user study.
Compared with Oculus and HoloLens, Vision Pro employs ]

a different, arguably more privacy-preserving, data collectidhy Survey Design and Procedure

model. According to their Privacy Overview report [31], Apple Inspired by the different permission-granting processes

acknowledges that (abstracted) eye-tracking data, including #oss different sensors and platforms we documented in Sec-

content the user looked at or the duration they looked at fitpn Il (RQ1), we designed a survey to study users' comfort,

could potentially reveal a user's thought processes. As a resthie extent to which users perceive themselves as informed

while Vision Pro enables eye-tracking permission by defaulty the permission granting processes, their comprehension of

the processed eye-tracking data is not available to Apptee permissions, and what factors impact their likelihood of

third-party entities, or websites. Instead, developers utilizesing these devices in the future. This survey, launched online

Apple's native event-handling mechanisms, such as UIKit [3®n Prolic in May 2024, assessed perceptions of three AR

or SwiftUl [35], to manage user interactions automatically. Aglatforms, with questions designed to answer our research



basis.

For each sensor, participants were asked to imagine they
were using an AR/MR headset with the sensor feature. First,
participants read that they were navigating the system-level
permission settings for a given sensor. In general, this was fol-
lowed by a real screenshot of the platform's permission dialog,
or several dialogs depending on the platform's interface, with
all screenshots accompanied by alt text. We also presented
other screenshots to simulate the experience of enabling eye-
or hand-tracking, such as the hand visualizations that users
see when they put on the headset. For platforms that did not
explicitly ask for the user's permission for a given sensor, we
told participants that the permission was enabled by default.

Fig. 3: Oculus: System-level hand-tracking permission. This part of the survey was designed to follow a user's actual
permission-granting process within a given platform as closely
as possible. See Appendix VIII for screenshots.

To assess the extent to which people feel comfortable
and informed while experiencing the permission ow (RQ2),
participants answered several questions about their perceptions
of the dialogs and the device more broadly. Participants re-
sponded to a series of 5-point Likert scale questions assessing
how informed they felt about both the utility of the permission
and its associated privacy risks, their con dence that their
data will be securely stored, the extent to which they know
what data will be collected and how it will be used based on
the permission screenshots presented, and how comfortable

(a) HoloLens: Background ac- they feIF using the device (see full questions and scales in
cess permission for applica- (b) Vision Pro: App-level per- Appendix VIII). . .
tions. (system name blurred for mission (app name blurred for We then sought to explore whether the interfaces impacted
anonymity) anonymity) users' actual understanding or misperceptions of the system's
capabilities and privacy protections (RQ3). Participants re-
sponded to a series of True or False questions about the sys-
tem's capabilities and privacy (e.g., “The system can identify
which real-world objects you are looking at;” “The system can
questions of interest. The complete list of survey questionstain the image of your hand on the AR/MR headset”). For
and instructions are available in Appendix VIII. each statement, participants indicated whether they believed
After consenting to participate, participants read that wewas True or False, or indicated “I don't know.” Our team
were investigating perceptions of augmented reality technolmenducted multiple rounds of interactive brainstorming and
gies. Participants saw several image examples of AR headspts)iminary experiments to generate questions and nalize
and were asked about their familiarity and experience wiinswers. These questions are inspired by prior studies on
AR headsets, both broadly and with the headsets investigatedbile permissions (e.g., [55]).
in this study speci cally. Participants were excluded from After answering the above questions, participants were then
analyses (but still received payment) if they indicated thdpld to imagine they were opening an app on the headset to
had used any of the three headsets investigated here. Neajigate the app-level permission settings for the device. Here
participants read that AR headsets have different sensarmin, participants saw screenshots of permission dialog(s),
recording data while the headsets are in use, and that usarseceived alternative information about the permissions as
typically view permission dialogs prompting them to allow oapplicable. Participants responded to the same questions as
deny the headset access to these data. Participants were ftmldhe system-level, assessing comfort with the app, how in-
they would view permission dialogs and rate their impressiofermed they feel, and a similar series of true/false/l don't know
for two different sensors. Participants were randomly assigngdestions about the app's capability and privacy protections.
on a between-subjects basis to evaluate one of three mainFinally, participants read that we wanted to understand
stream AR headsets: Meta's Quest Pro, Microsoft's HoloLenghat information about the system and app would help them
2, or Apple's Vision Pro. The company and device namdsel more comfortable using this technology in the future.
were anonymized in the survey to avoid biasing evaluatiorRarticipants were shown ve factors relevant to permission
Participants evaluated the device's eye-tracking and hardialogs (i.e., knowing who will have access to the data, how
tracking permissions in random order on a within-subjecthe data will be stored, how the data will be transmitted, what

Fig. 4: Hand-tracking permission dialogs



Gender Age Race/Ethnicity . . . .
Man — 485% 1804 74% White 5759 HoloLens, meaning that the information shown in the app-level

Women 47.5925-34  26.2% Black or African American  4.6% dialog may depend heavily on that customization in practice.
Undiscl. 4.3%| 35-44  21.4% Asian _ 2.5%  Second, our attempt to anonymize company and device names
45-54 21'00"3';?3;“” Indian /- Alaskan 1.4% in the survey may not have always been successful. Since
55-64  14.4% Native Hawaiian / Pacic Is- 0.4%  certain Ul characteristics are manufacturer-speci c, they may
lander have been recognizable to some participants, in uencing their
65+ 9.6% B"g‘deigclosed 05,)4;/3/0 perceptions. Third, our analysis of participant comprehension
: depends on our own understanding of the correct answers to
TABLE I: Breakdown of participant demographics by gendethe true/false questions (see Appendix IX for our understand-
age, and race/ethnicity. ing). Nevertheless, we believe it is valuable to understand
type of data will be collected, and the purpose of coIIectingTat_ part!0|pants believe the answers are blased.or) the per-
the data). Participants selected their top three most import pSion dlalqgs they s€e as this understaang will In uence
factors (in no particular order). user perception and decisions. Lastly, permission de§|gns are
g},gaject to change as platforms evolve and update their SDKs.
d

Participants answered all questions for a given sensor bef b i d | ted h based
evaluating the next sensor. After evaluating both senso ’e observations and analyses presented here areé based on

participants responded to an attention check, reported derﬂ?—r ursde_rstgndmg of tge Sﬁ’ s(;enl"!shm May 2|0,24' Desp-|te
graphic information, and received payment through Proli c. these limitations, our study sheds light on peopies p_erceptlon
and comprehension of novel AR platform permissions and

B. Ethics evaluates key aspects of the current designs of these platforms’

The study was deemed Exempt by the university's Humd¥grmission models and dialogs. Future work must continue to
Subjects Review Board (IRB). Participants were anonymot@Visit these questions as the technology and app ecosystems
and identifying data were removed or not obtained. Parti§volve, just as a decade or more of research studied the
pants could leave the survey at any time. Participants wey@artphone permission and app ecosystem.

compensated based on Proli ¢'s guidelines (see below). V. RESULTS

C. Participants We investigated perceptions of eye-tracking and hand-
We conducted an a priori power analysis using G*Powdracking based on the permission ow (RQ2), comprehension
to determine how many participants were needed to deteftutility and privacy implications (RQ3), and information
a moderate effect size. This analysis determined that 286emed particularly important to include in the permission
participants would be sufcient to detect an effect size dfialog (RQ4).
d 0:35 at 80% power in an independent-samples t-test. i o )
This sample size also provides sufcient power to deteé_' RQ2: Perceptions of Permission Flows Differ Across De-
effect sizes ofn2 @:010 in mixed-model ANOVAS In VIC€S: Sensors, and Use Level
actuality, 292 adult U.S. crowdworkers on Proli c completed We investigated the extent to which participants felt com-
the 13-minute survey online in exchange for payment, wiflertable and informed using the AR headset. In the sections be-
compensation set based on Prolic's guidelines ($12 hourlpw, we explore how participants' perceptions depended on the
rate). We excluded participants from analyses who failed ¢evice and sensor type. Thus, we conduct a series of mixed-
pass an attention check and who indicated they had usgedthods ANOVAs and t-tests on each dependent variable. We
either Oculus, HoloLens, or Vision Pro. Participants excludddcus on system-level perceptions to avoid in ating Type |
from analyses still received payment. After exclusions, o@rrors with additional comparisons at the app-level.
analyses includes 280 participants. Participants' demographicd) Comfort: We conducted a mixed-method ANOVA on
are included in Table I. participants’ comfort level with sensor type (eye-tracking,
hand-tracking) as a within-subjects variable and device (Ocu-
lus, HoloLens, Vision Pro) as a between-subjects variable.
We consider several limitations of our study's design. FirsRarticipants' comfort was impacted by both the device and
a survey with screenshots may not fully capture the compleatge sensor type, indicated by a signi cant interaction between
experiences of a user wearing an AR headset. Beyond #hsor type and devicek"2;277 16:108 p @ :001,
different modality, there may also be additional informatioag :104 (see all system-level comparisons in Figure 5).
in the device's initial setup ow, such as a 3D video, that \We conducted t-tests across devices and sensors to decom-
helps communicate permission-related impressions to Usgse this interaction. We rst observed differences in comfort
that are not captured by our survey design. Similarly, apRross devices. In the context of eye-tracking, participants felt
developers can customize the permission dialog text on Visigimilarly comfortable using Oculus and HoloLenp, (:387,
Pro or provide justi cations before the dialog on Oculus angl  0:13), but felt signi cantly more comfortable using both

2 . . Oculus and HoloLens as compared to Vision Rps @009,
These data do not meet all normality assumptions for ANOVAs. However,

prior work shows that ANOVAs are robust against non-normality when thgS A 0:38)' In the context of hand'traCkmg participants felt
sphericity assumption is met, as it is in our data [42]. signi cantly more comfortable using Oculus compared to both

D. Limitations



HoloLens ¢ @:001, d 0:63) and Vision Pro f :040 and sensor typel"2;277  4:888 p :008 n,z) :034.
d 0:32). Participants also felt signi cantly less comfortable~or eye-tracking, participants felt more con dent about Oculus
using HoloLens than Vision Pro for hand-tracking (:034, than Vision Pro :048 d 0:30), and all other comparisons
d 0:31). were non-signi cant ps A :110, ds @ 0:24). For hand-
Differences in comfort between the sensors, on the otheacking, participants felt more con dent about Oculus than
hand, emerged only within HoloLens. Participants who sakoloLens ¢ :011, d 0:37), and all other comparisons
dialogs from Oculus or Vision Pro were similarly comfortablevere non-signi cant s A :190, ds @ 0:20). Comparing
with eye-tracking and hand-trackinggq A :150, ds @:16). across sensors at the system-level, participants who saw either
But participants who saw HoloLens dialogs felt signi cantlyOculus or HoloLens felt more con dent in the system securely
more comfortable with the eye-tracking sensor than the harglering their eye-tracking data than their hand-tracking data,
tracking sensorg @001, d 0:58). (ps @015 ds A0:27). There was no difference in con dence
2) Feeling Informed about Permission UtilityWWe next across sensors for participants who saw Vision Bro 334,
investigated the extent to which participants felt informed 0:11).
about the utility of the permissions. At the system level, 5) Data Use Clarity: Finally, we investigated the extent to
there was a signi cant interaction between device and senaehich participants felt they knew what data would be collected
type, F72;277  11:394, p @:001, ng :076 For eye- and how it would be used (i.e., data clarity) based on the
tracking, participants felt similarly informed about the utilitypermission ow. At the system-level, there was a signi cant in-
of Oculus and HoloLensp( :694, d 0:06). However, teraction between device and sensor typez; 277 10:376,
participants felt signi cantly more informed about the utilityp @:001, ng :070. In the context of eye-tracking, there
of both Oculus and HoloLens as compared to Vision Prgas no signi cant difference in data clarity across Oculus
(ps @:040, ds A 0:30). For hand-tracking, participants feltand HoloLens§ :817, d 0:03). However, participants felt
signi cantly more informed about the utility of Oculus thanmore data clarity from both Oculus and HoloLens as compared
HoloLens p @:001, d 0:63). There was no signicant to Vision Pro ps @:022 ds A 0:33). In the context of
difference between Oculus and Vision Pp (:122,d 0:24). hand-tracking, participants felt more data clarity from Oculus
Participants felt signi cantly less informed about the utility olas compared to both HoloLens and Vision Pps (@:008
HoloLens compared to Vision Prep( :013 d  0:36). We ds A 0:40), and participants in the latter two conditions did
next compared differences on the system-level in the exterdt signi cantly differ (p :141,d  0:22).
to which people felt informed about the utility across eye- Comparing across sensors, across all three devices, partici-
tracking and hand-tracking. For both Oculus and HoloLengants felt more data clarity about the eye-tracking permission
participants felt signi cantly more informed about the utilitythan the hand-tracking permissiops(@026, ds A0:24).
of eye-tracking as compared to hand-trackinms (@ :030, 6) Relationship Between Comfort and Feeling Informed:
ds A 0:24). This difference was non-signi cant amongsiThe ndings above clearly demonstrate that the extent to which
participants who saw Vision Prg( :320 d 0:11). participants feel comfortable, informed, and con dent are im-
3) Feeling Informed about PrivacyWe next investigated pacted by the permission dialogs and the sensor tracking data
the extent to which participants felt informed about the assodi nuanced ways. At a higher level, we were also interested in
ated privacy risk of the permissions. Once again, at the systewhether participants who feel more informed also feel more
level, there was a signi cant interaction between device ammfortable using the device. Collapsed across all devices and
sensor typeF~2;277  4.027, p  :019 ng :028 In sensors, feeling informed about the utility of the permission
the context of eye-tracking, participants who saw Oculus felt :628 p @001) and feeling informed about the associated
more informed about the privacy risks than participants whmrivacy risks of the permissionr ( :595 p @:001) were
saw Vision Pro ¢ :031, d 0:33), but no other device each correlated with comfort using the device or app. This
comparisons were signi cantp§ A :200, ds @0:18). In the correlation underscores the importanceeaf comprehension.
context of hand tracking, participants who saw Oculus feRimilarly, the extent to which people felt con dent that the
more informed about the privacy risks than participants whievice was securely storing their data ( :792 p @:001)
saw either HoloLens or Vision Prgpg¢ @:035 ds A 0:32), and felt clear about the data use policies (668 p @.001)
whereas participants in the latter two conditions did natere also each correlated with comfort using the device or app.
signi cantly differ (ps :184 d  0:19). Regardless of actual understanding, feeling more informed and
Comparing across sensors at the system-level, we found tbaeh dent after reading permission dialogs may create a more
participants who saw both Oculus and HoloLens felt mommfortable experience for users — though not necessarily a
informed about the privacy risks of eye-tracking than handhore privacy-preserving one.
tracking s @:022 ds A 0:24). This difference was non- o ] )
signi cant amongst participants who saw Vision Ppo (:103 B+ RQ3: Permission Comprehension Overview
d 0:18). Users can only make informed security and privacy de-
4) Con dence in Security:We investigated how con dent cisions if they understand the implications of those deci-
participants felt about the system's ability to securely stomdons. The trade-offs between utility and privacy represent
their data. There was a signi cant interaction between devitkee bene ts and risks inherent in these choices. Hence, it is



Fig. 5: System-level perceptions compared across devices. Red lines (labeled “E”) represent eye-tracking and blue lines (labelec
“H") represent hand-tracking. Arrows point to the device that was rated signi cantly higher on the item. Dashed lines = non-
signi cant.

TABI__E [I: Participant _comprehension_cor_re_ctness summary. 1) comprehension Across Sensowle rst scored partici-

Hol is HoloLens, Oc is Oculus, Vis is Vision Pro, Avg iSpants' answers to the true/false questions. We found that par-
the performance on each category, Avg-S is the performanggnants had a slightly better understanding of hand-tracking
on each sensor, and Avg-T represents the overall performar@g@erage 44.0% across three platforms) than eye-tracking
across all questions. (average 42.6% across three platforms). Although participants
generally understood the utility of eye-tracking and hand-

tracking, on average scoring 52.8% and 58.0% on utility-

| | Hol Oc | Vis  Avg | Avg-S | Avg-T
Util | 54.7% 59.8% 43.2% 52.89

EYe prvi302% 455% 2179 32.4% 2-6% . .relat.ed questions respecuvely, their undgrstandlng c.)f.prlvacy
UGl T 56.0% 62.1% 56.3% 58.00 43.3% implications was noticeably lower. Speci cally, participants
Hand |5 —=5730,310% 285% 30005 440% only correctly answered an average of 32.4% of the privacy

guestions for eye-tracking and 30.0% for hand-tracking.

2) Comprehension Across System-Level and App-Level Per-
TABLE IlIl: Comparing the level of comprehension regardingnissions: We explored whether respondents' comprehension
the system-level permission and application-level permissiafiffers between system-level permissions and app-level per-

See Table IV for details. missions, where we see different technical and UX designs.
Category| System| App | Diff As shown in Table. 11, in all conditipns examjned, participapts
Holol E Utility 73.0% | 36.4% | -36.6% tended to be less informed regarding the utility of permissions
OI01eNS-EYe  PBrivacy | 30.9% | 29.5% | -1.4% within the application compared to their understanding of
Hololens-Hand | Ytlity 57-12/0 54-93/0 -2-226 the same permission within the system. We observe a sharp
Privacy | 40.2% | 32.8% RS9 decline in the understanding of eye-tracking utility at the
Utility 67.9% | 51.7% | -16.2% -
Oculus-Eye Privacy | 495% | 41.4% | -8.1% app level for HoloLens (a decrease of 36.6%) and Vision
Soutuetang Uty 62.9% | 61.4% | -1.5% Pro (a decrease of 55.1%). For participants’ comprehension
culus-Hand  —prvacy [ 40.2% | 21.7% | -18.5% of privacy, we observe a similar declining pattern in the
Vision-Eye Utility 70.7% | 15.6% | -55.1% understanding of eye-tracking and hand-tracking privacy at the
Privacy 17-6243 25-93/0 +3-~°;% app level for both HoloLens and Oculus. The only exception
Vision-Hand Utility 06.6% | 56.1% [EENS is Vision Pro, where app-level privacy comprehension is better

Privacy 26.3% | 30.7% | +4.4%

than system-level.

3) Comprehension Across Deviced:astly, we assess
whether users' comprehension differs across the three devices'
crucial that systems are designed to clearly communicate thesemission-granting ows. Table I summarizes the compre-
factors, enabling users to navigate this balance with clarity ahdnsion score across devices. We conducted two-sample Z-
knowledge. In addressing RQ3, we investigate this dynantists to compare across devices. Participants who saw Oculus
by analyzing comprehension differences (1) across varioliad a signi cantly higher comprehension of the eye-tracking
sensors, (2) between system-level and app-level permissiamdity (z = 2:1842 p  :029 and privacy ¢  3:3082
and (3) among different devices. Appendix IX provides the @ :001) compared to participants who saw Vision Pro.
“answer key”, to the best of our knowledge. Participants who saw Oculus also showed signi cantly higher



TABLE IV: Participants' comprehension. The underlined percentages correspond to the correct answer. The red color highlights
cases where the most common answer was incorrect. The green color highlights cases where the most common answer wa
correct. The Hol-Sys column corresponds to the Hololens system version of the question, Hol-App to HoloLens application,
Oc-Sys to Oculus system, Oc-App to Oculus application, Vis-Sys to Vision Pro system, Vis-App to Vision Pro application.

Sensor | Category Permission Comprehension Question Options Hol- Hol- Oc- Oc- Vis- Vis-
Sys App Sys App Sys App
The system (application) requires your permission tp True BESRl 91.6% | 96.6% | 35.5% |SRINIE
Y pplication) req yourp False 2.8% | 4.7% | 1.1% | 2.2% | 9.4% | 27.1%
access your eye-tracking data. | Don't Know | 4.7% | 3.7% | 2.3% | 2.3% | 35% | 5.9%
) . True 87.9% | N/A 87.5% | N/A 55.3% | N/A
The system allows you to control which application ha_':':alse 37% | N/A 34% | N/A 31.8% | N/A
access 1o your eye-tracking data. | Dont Know | 8.4% | NJA | 9.1% | NIA | 13.0% | N/A
The application can access your eye tracking data wh jjue N/A S| N/ A 25.0% | N/A 29.4%
app! your ey 9 Fhise NA | 47% | N/A | 20.5% | NIA | 22.4%
running in the background. | Dont Know | N/A | 45.8% | N/A [ 545% | N/A | 48.2%
; The system (application) can transfer your eye-track| nTrue 24.3% | 21.5% | 23.9% | 51.1% | 23.9% | 24.7%
Privacy data t)é an extng;laI device (e a coryn an yserver) False 26.2% | 17.8% | 30.7% | 9.1 15.3% | 32.9%
9 pany | Don't Know | 49.5% | 60.7% | 39.8% | 30.7% | 56.5% | 42.4%
The system (application) can retain the unprocess fue IR 43.9% | 35.2% 1 26.1% | 43.5% |
image of vour eve alse 11.2% | 7.5% 14.8% | 15.9% | 11.8% | 16.5%
ge of your eye. | Don't Know | 41.1% | 48.6% | 50.0% | 58.0% | 44.7% | 36.5%
The system (application) only collects your nal se-True 19.6% | 21.5% | 20.5% | 23.9% | 18.8% | 23.5%
Eye lection (instead of your eye movements) from the gyd-alse 26.2% | 22.4% | 25.0% | 22.7% | 18.8% | 25.9%
tracking data. | Don't Know | 54.2% | 56.1% | 54.5% | 53.4% | 62.4% | 50.6%
0, 0, 0, 0, 0, 0,
The system (application) can understand where yo%gfsee 319'(?/0/" Zzégf 23402/0/0 23402/? ?52.30@ 212'3/0”’
eyes look to indicate which virtual object to select. | Don't Know 7:5% 26.6% 3:4% 3:4% 3:5% 16.6%
The system (application) can identify which real-wordTrue 41.1% | 34.6% | EECTEERN ey IR
Ob.ecé o argplookin i False 19.6% | 25.2% | 34.1% | 34.1% | 24.7% | 29.%%
jects y g at | Don't Know | 39.3% |40:2%| 26.1% | 21.6% | 31.8% | 30.6%
. . True 68.2% | 59.8% | 93.2% | 95.5% | 69.4% | 67.1%
The system (ap_pllcatlon) can simulate your eye MoVes ice 8.4% 13.1% | 3.4% | 2.3% | 59% | 820
Utity ment for your virtual avatar. | Don't Know | 23.4% | 33.3% | 3.4% | 2.3% | 24.7% | 24.7%
. . . . True 84.1% | 61.7% | 22.7% | 25.0% | 85.9% | 72.9%
The system‘(appllcatlon) can authent!catg your iden '%alse 5.6% 9.3% 35206 | 34.1% | 4.7% 15.3%
from the unique aspect of your eye (i.e., iris). | Don't Know | 10.3% | 29.0% | 42.0% | 40.9% | 9.4% | 11.8%
The system can adjust eye calibration for new users True 79.4% |SEE 86.4% \SICENGY 76.5% N
The ay lication canJ acce);s user's eye calibration d ;t False 75% | 4.7% L% | 4.5% | 24% 14.1%
pp Y f Don't Know | 13.1% | 19.6% | 12.5% | 11.4% | 21.2% | 20.0%
The system (application) requires your permission tTrue SIS 59.5% RSN 96.5%
accesg o ha%%_trackin dgta your p False 32.7% | 21.5% | 3.4% | 34.1% | 12.9% | 1.2%
y g data. | Don't Know | 9.3% | 7.5% | 6.8% | 10.2% | 4.7% | 2.4%
) o True 39.3% | N/A 40.9% | N/A 83.5% | N/A
The system allows you to qontrol which application ha%alse 258% | N/A 38.6% | N/A 59% | N/A
access to your hand-tracking data. | Don't Know | 15.0% | N/A | 20.5%| N/A | 10.6% | N/A
0, 0, 0,
The application can access your hand-tracking dat-!ératljge m;ﬁ %Og/f) WAA 351'3/0/" wﬁ ﬂ?;;
Privacy when running in the background. | DontKnow | N/A | 8.4% | N/A | 352% | N/A | 48.2%
The system (application) can transfer your handdrue 215% | 27.1% | 35.2% | 34.1% | 23.5% | 22.4%
tracking data to an external device (e.g., a compankalse 20.6% | 15.9% | 8.0% | 11.4% | 12.9% | 12.9%
server). | Don't Know 57.9% | 57.0% | 56.8% | 54.5% | 63.5% | 64.7%
The system (application) can retain the unprocess fyue BN 45.65% SR NE ER
Hand iy eyof ur hp;’nd p alse 12.1% | 5.6% | 9.1% | 5.7% | 10.6% | 7.1%
ge oty | Don't Know | 41.1% | 45.8% | 42.0% | 38.6% | 40.0% | 31.8%
The system (application) only collects your nal seleg-True 12.1% | 20.6% | 19.3% | 19.3% | 24.7% | 22.4%
tion (instead of your hand movements) from the handFalse 27.1% | 21.5% | 27.3% | 28.4% | 9.4% | 14.1%
tracking data. | Don't Know | 60.7% | 57.9% | 53.4% | 52.3% | 65.9% | 63.5%
0, 0, 0, 0, 0, 0,
The system (application) can understand your ha nErafe g%;f 849530@ éooq)f/ 21)61'?/0& 8%;? ?92'(%)
gesture to perform certain actions (e.g., select, scroll)l. Don't Know 75% | 47% | 00% | 23% | 47% | 9.4%
The system (application) can identify which real—wordTrue 42.1%43.9% 28.4% | 30.7% [N 32.9%
€ Sy pplicat False 18.7% | 17.8% | 28.4% | 28.4% | 22.4% | 24.7%
objects you are holding. | Don't Know | 39.3% | 38.3% [743.2% | "40.9% | 37.6% | 42.4%
o ) True 77.6% | 74.8% | 94.3% | 93.2% | 80.0% | 72.9%
The system (ap_phcatlon) can simulate your hand MOVe=_ise 37% | 4.7% 11% >3% > 4% 35%
Uty ment for your virtual avatar. | Don't Know | 18.7% | 20.6% | 4.5% | 4.5% | 17.6% | 23.5%
. ) . . True 24.3% | 36.4% | 22.7% | 31.8% | 41.2% | 42.4%
The system‘(appllcatlon) can authenthate your |de_n 't\&alse 31.8% | 21.5% | 34.1% | 28.4% | 21.9% | 24.7%
from the unique aspect of your hand (i.e., ngerprint). noow now  |+43.99% | 42.1% | 43.2% | 39.8% | 37.6% | 32.9%
L .| True 42.1% | 40.2% | 59.1% | 62.5% | 64.7% | 64.7%
The system (application) can measure the hand size Ise 15.0% | 12.1% | 13.6% | 14.8% | 7.1% | 4.7%
NEW USErs. | Don't Know | 43.0% | 47.7% | 27.3% | 22.7% | 28.2% | 30.6%




comprehension of privacy than participants who saw HoloLepsssing any identi able information in their privacy statement.
(z 212008 p :028), but utility comprehension did not Similarly, we found that participants were largely uninformed
signi cantly differ (z 0:7158 p :472). about the hand-tracking data-sharing practice for HoloLens

For hand-tracking, although participants who saw Ocul57.9%), Oculus (56.8%), and Vision Pro (64.7%). Based on
showed descriptively higher comprehension of the sengbe privacy policy, we nd that both HoloLens [33] and Vision
utility, comprehension did not signi cantly differ from par- Pro [31] stored abstracted hand-tracking information on the
ticipants who saw Vision Proz( 0:7762 p  :435 or device, while Oculus shared the hand-tracking data with the
HoloLens ¢ 0:8611 p :390). Similarly, hand-tracking Oculus server [15].

privacy comprehension among participants who saw Oculusg) Overestimating Permission Model for HoloLens and
was descriptively, but not signi cantly, higher than compreyision Pro: On a system level, we found that participants
hension amongst participants who saw Vision Rro 0:3595  gyerestimated their ability to control the platform's access
p :719 or HoloLens ¢ 0:1055 p :912). to their data through permissions. For example, 92.5% of
participants believed they could control the system's access
] . i o to eye-tracking data on HoloLens, and 87.1% believed the
We next deeply investigate specic permission cOmpresame for Vision Pro. For hand-tracking, 57.9% and 82.4%
hension questions. We investigate the questions participagi$yarticipants held this assumption for HoloLens and Vision
frequently answered incorrectly, indicated in a red color iBro respectively. In reality, eye-tracking and hand-tracking for
Table IV. We identied six topics where misperceptiongnese systems are enabled by default. While both HoloLens
commonly occur. In some cases, participants underestimgigy vision Pro have adopted privacy-enhancing techniques to
privacy risks, and in other cases, they overestimate them ('ﬁrotect eye- and hand-tracking data, which are the primary
underestim_a’_[e privacy protections). We also i_denti ed topiC§yree of interaction, our ndings highlight a gap in user
where participants showed good comprehension. understanding of data control and practices on these platforms.

1) Overest|mat|ng.A(?cess to R.aw Da.lt"?‘ Rettlantmmur 4) Overestimation of Background Data Access for Oculus
results revealed a signi cant gap in participants' awareness : ) : .
) 4 o ~ .and Vision Pro: Another common misunderstanding for Ocu-
regarding the system's or application's capability to retai . . "
. .. lus and Vision Pro was the belief that applications could access
unprocessed images of the eye or hand. When asked if the . : :
. ) eye-tracking or hand-tracking data in the background. From
device could retain raw data, on average over 42% of respon- . . .
. our experimentation, there was no direct API that allowed
dents across all three platforms believed that the system cou

store unprocessed eye-tracking data, and over 48% belie\%&h background access. However, only a small percentage of

. ) 0 ) i
the system could store raw hand-tracking data. In terms of tﬁartlmpants answered correctly: 21.5% for eye-tracking and

0 i ) i .
raw eye-tracking data, both HoloLens and Vision Pro retalnf'G/0 for hand-tracking. For hand-tracking on HoloLens, the

o - 0 .
identi able iris data from users. While this information ismajonty of participants (87.9%) answered correctly, likely due

encrypted on the device, it is important to ensure transparer%)ythe permission dialog clearly illustrating this capability.

in how these data are generated and how the raw data will be) Overestimation Application Access To Calibration and
processed after iris patterns are generated. Oculus explicipmetric Eye-tracking data:At the application level, we
states that it does not store any raw eye-tracking data [10], y@#nd that participants overestimated the ability of applications
only 14.8% of participants answered this question correctf), access their eye calibration data and biometric data (e.g.,
For hand-tracking, both HoloLens and Vision Pro storefiS representation). For example, less than 5% of partici-
processed hand-tracking, such as hand gestures for sysBsfts correctly identi ed that eye-tracking calibration data is
interactions [33] and size and the shape of your hand [31Pt available to applications on HoloLens and Oculus. For
Oculus again states that it does not store any raw hand-trackifgtforms that support iris authentication, we found that on
data [15], but only 9.1% of participants answered this questig¥erage, 67.3% of participants incorrectly believed that such
correctly. information is accessible by applications.

2) Uninformed of Data Uploaded to System Servepsr- 6) Uninformed about the Privacy Practice for Vision Pro:
ticipants were also largely uninformed about these platformgision Pro acknowledges that even abstracted eye-tracking
eye-tracking and hand-tracking data-sharing practices. At ttlata could lead to serious privacy threats [31]. As a result,
system-level, we found that 30% of participants believed thaeither Apple nor third-party entities have access to these
Oculus does not share eye-tracking data with external servaefata. Only the nal selection, rather than the eye movements,
and another 40% were unsure. Oculus's privacy policy statissavailable to the system and application. While Vision Pro
that abstracted gaze data is sent to atmledon their servers arguably deploys the most privacy-preserving practices, we
and will be dissociated from individual accounts when thefpund that participants were largely uninformed. For example,
no longer need it [14]. Many participants who saw HoloLenshen asked whether the system only collects the nal selec-
(49.5%) and Vision Pro (56.5%) were also unsure whethgon, only 18.8% of participants answered correctly. Similarly,
eye-tracking data would be shared with an external servenly 27.1% correctly understood that applications could not
though Vision Pro explicitly mentions that eye data will noaccess eye-tracking data even with permission, and only 23.5%
be shared with Apple, and HoloLens states that it avoidsmderstood that only nal selection is available to applications.

C. RQ3: Speci c Permission Comprehension
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7) Comprehension for Eye- and Hand-Tracking Utility:
Finally, we highlight questions where participants, with no
prior AR experience, showed good comprehension. When
asking participants about the main utility for eye-tracking
(simulating your eye movement), and for hand-tracking (sim-
ulating your hand movement), we found that the majority
of the participants understand these utilities, especially when
such utility is clearly illustrated. For example, in the case of
the hand-tracking utility for the Oculus system, participants
showed a 100% comprehension rate. The only exception is
the application utility for eye-tracking on Vision Pro, which (a) Decision Factors for Eye-tracking
may be a result of our nding in Section V-C6.

D. RQ4: Factors Impacting User Decisions

Given our scope focusing on participants with no XR
experience, we asked them to rate what information about the
system and the app can help them feel more comfortable using
the technology in the future. Post-experience, they selected
three out of ve factors we provided. Figure 6 illustrates the
distribution of these factors, and we observe consistency in
the factors across devices.
We observed that participants preferred information about (b) Decision Factors for Hand-tracking
who would have access to this data. Given the sensitivity of the

collected biometric data, it is important to provide clear an'a'g' 6: Decision factors breakdown for in uencing user de-

comprehensive information on whether the system, extenfifions to try eye-tracking_and hand-tracking technologies on
device (company server), or application developers will hay&Plolens, Oculus, and Vision Pro.
access to their data. Additionally, clarity on how the da

will be transmitted—whether it is encrypted, stored IocaII%Ith previous studies [52], [54], [99]. For example, the per-

. X T - ission ow on Oculus provides more detailed descriptions,
or shared with remote servers—is crucial in building trust ary mpared to HoloLens and Vision Pro, regarding the utility
co\r/nvfort with the t_ecr:jnologya | han 20% of .. and privacy implications of eye- and hand-tracking sensors.
e were surprised to nd less than 0700 partICIIO""ml%onsequently, people who interacted with the Oculus inter-
reggrded the type of colIec’Fed data as a signi cant faCtor'.Tl}'z?ce were better informed, which not only aligned with how
nding underscores a possible underestimation of the PrvVaormed theyfelt, but also increased their comfort compared
risks associated with raw data access, and the need for €he other platforms. Our ndings in Section V-C suggest
user edu.c.at|on on 'Fhe_S|g.n| cance of raw da.ta protgctlon. the necessity of including relevant descriptions to enhance
In addition, the distribution of factors considered |mporta%piCs where users tend to underestimate the system's privacy

across hand-tracking and eye-tracking was highly consistegfyections, such as preventing the retention of raw data.
This uniformity indicates that the factors that matter to users

when considering the adoption of new technologies m
remain consistent across various types of sensor data bq
collected. As AR technology advances, integrating more o
phisticated sensors and collecting more data, we are hopd
that our ndings will provide insights applicable to these
emerging contexts as well.

Suggestion 1 AR platforms and developers should
provide clear communication on potential utility and
privacy to enhance user comfort and comprehensior].

Second, our ndings in Section lll illustrate the different
approaches AR platforms have taken in handling users' eye-
tracking data. While HoloLens and Oculus both took active
steps to protect users' privacy by only providing abstracted
User's preference can be in uenced by many factors, inclugye-tracking data, recent studies have shown that even ab-
ing the previous knowledge of these sensors, different dafiiacted eye-tracking data can contain signi cant privacy risks,
access models, dialog content, visualization, and Ul owsuch as revealing user intention [44], [51], psychological
Informed by the results in Section V, we identi ed severadtate [90], age [37], and cultural background [82]. Hence,
key lessons from our work that could enhance user's comfave encourage these platforms to explore potential privacy-
and comprehension with implications for MR designers.  preserving mechanisms, including limiting system and ap-
First, we found that effective communication about utilitplication's access [31] or adding stronger privacy guarantees
and privacy through permission Ul ows enhances peopletver the abstracted eye-tracking data stream [70], [73], [91].
comfort and willingness to use the technology, which aligndowever, we also noticed that while Vision Pro adopted

VI. DISCUSSION
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stronger privacy-preserving techniques (providing to apps onlyFinally, it is important to consider the trade-off between
nal Ul selections the system derives from eye-tracking datarivacy and usability in our recommendations. For example,
people often failed to fully comprehend their implicationsleploying ne-grained hand-tracking permissions might put an
(see Section V-C6). Apple may be missing an opportunity &xtra burden on users. However, our results in Section V-C3
enhance user comfort and understanding by clearly explainisgggest that the majority of participants expect this control
the deployed protections. from HoloLens (71.0%) and Oculus (82.4%). In addition,
results in Section V-Al suggested that participants who saw
HoloLens felt less comfortable with sharing hand-tracking
data compared to Oculus and Vision Pro, possibly due to the
" lack of hand-tracking permissions. Similarly, if AR systems
clearly illustrate their privacy mechanisms for eye- or hand-
tracking data, this transparency might deter new users who
are concerned about potential privacy issues. Although AR
technologies have grown signi cantly over the past few years,
ofyith initial Vision Pro sales estimate of 200,000 units in
data transmission information important for both sensord024 [30], Quest Pro sales estimate of 100,000 units [22]-
many were inadequately informed about this factor. For ¢lg5], [32], and HoloLens 2 sales estimate of 300,000 units [6]
ample, around 70% of the participants were unaware treipee re'lt.aase,they are still in the early stages of mass adoptloin.
Oculus shares eye-tracking data to its own external ser/& POSition these technologies for broader acceptance, it
(and over 90% for hand-tracking). Despite Oculus 0ut|inir;§n crumgl to enhance USers trust Fhrough effective privacy
this in their privacy policy, given the low likelihood of usersnechanisms [40], preparing the mainstream market to bridge
reading privacy policies [60], [63], [85], such information isthe adoption cha.sm.[76].. We encourage future research to
not effectively communicated. We argue that it is essential frther explore this direction.
implement opt-in/opt-out features, allowing users to contr
their data-sharing preferences. In addition, the eye-trackil Suggestion 5 Proper privacy-enhancing techniques
data retention period needs a clearer de nition than “deleti¢ can better prepare AR technologies for futurg
when no longer needed”. Stepping back, platforms should a| ~widespread adoption.
consider whether this data needs to be shared with exterivar
servers at all, and at what granularity and for which purposes. VII. CONCLUSION

Suggestion 2 Given the potential privacy risks with
even abstracted eye-tracking data, we encourage plt
forms such as Oculus and HoloLens to provide
stronger privacy protection. We also advocate for bettgr
communication with users if such practice is adopted.

Third, we found that while many participants consider

As AR technologies advance, novel privacy concerns also
Suggestion 3 For platforms that do upload data,| €merge. We sought to explore how three existing AR headsets
such as Oculus, we suggest: (a) implementing an odt- — Meta's Oculus Pro, Microsoft's HoloLens 2, and Apple‘s
in/opt-out feature for users to choose whether thely Vision Pro— navigate permissions for eye- and hand-tracking,
wish to share eye-tracking data with external server§, and the extent to which users feel comfortable and informed
and (b) providing a transparent explanation for thig about these sensors. We nd that people's experiences with
data collection, including the retention period, in thq and comprehension of permissions are affected by both the
permission ow. different design choices across devices and the sensors them-
selves. Based on our ndings, we suggest how future AR
Fourth, our ndings in Section Il suggest that HoloLendlatforms can design permissions that effectively communicate
and Oculus grant applications automatic access to usdfformation that is particularly important and that often goes
hand-tracking data, but a minority of participants understoddisunderstood by end users.
this. Recognizing that hand-tracking is the main interaction

modality and cannot be realistically opted out of entirely, ) _ _
we recommend that HoloLens and Oculus still provide ner- Ve would like to thank the anonymous reviewers for their

grained permission to limit applications’ access to certaiffluable feedback. This work was supported in part by the
hand-tracking data. For example, precise estimation of hapgtional Science Foundation under Award 2205171, 2114230,

skeleton data could be limited, given its potential privac%nd I2207019, as well as by awards from Cisco, Google, and
ualcomm.

implications for inferring sensitive attributes [71], [78].
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VIIl. RECRUITMENT & SURVEY [AR Familiarity] Have you heard of Augmented Reality/Mixed

In our study, we asked the same set of questions across tHR&&'Ity (AR/MR) before this study?
different devices. The only difference was the correspondinﬂ&)_') Yes
information about the permission Ul, such as permissio i) No
dialog screenshots and whether the device prompted f6f? Experience] What is your experience level with Aug-

permission. We provided alt-text for all screenshots in olented Reality/Mixed Reality (AR/MR) headsets?
survey. () I have never used any AR/MR headset.

(ii) I have used an AR/MR headset a few times.

[Recruiting Message] In this study, we are hoping to evaluaté) | am an active user of AR/MR headsets.
the permission-granting process of current Augmented/MixétR Headset Usage] If you have used any of the following
Reality Headsets (Apple Vision Pro, Hololens 2, andR/MR headsets: Microsoft Hololens 2, Apple Vision Pro, or
Oculus Quest Pro). You will be asked to complete Hleta Quest 3, please select those devices below.
questionnaire which will take around 13 minutes. We are(i) Microsoft Hololens 2
looking for participants who have little or no experience with(ii) Apple Vision Pro
Augmented/Mixed Reality headsets. When taking the survdij) Meta Quest 3
simply answer the questions as honestly as you can. Thadf® | have not used any of the above devices.
you for your interest in this research. i

A. Survey for Eye-tracking on Oculus
[Consent Form] Thank you for taking the survey! We are @ntroduction] Augmented and Mixed Reality headsets have a
group of researchers from the University of Washington, anériety of sensors recording data while the headset is in use.
we are hoping to evaluate the permission-granting processUsfers of these headsets typically view permission dialogs to
current Augmented/Mixed Reality Headsets (Apple Visioket you allow or deny this request to access your data for
Pro, Hololens 2, and Oculus Quest Pro). You will be askatifferent sensors. In this survey, we will present permission
to complete a questionnaire which will take around 1@ialogs for two different types of sensors and ask for your
minutes. This study was reviewed by the UW Institutionaimpressions of each set of dialogs. When you continue, you
Review Board (IRB) and deemed exempt because it involvedl see the rst sensor.
no more than minimal risk and meets other criteria. Your

15



Fig. 8: System-level eye-tracking permission dialog (Oculus)

Fig. 7: Images of AR headsets (Meta's Quest Pro, Microsoft's
HoloLens 2, and Apple's Vision Pro)

[Instruction] Suppose you want to use an AR/MR headset with
an eye-tracking feature. Below is what you see in the process
of granting permission for eye-tracking. We would like to ask
you about your comfort levels and how informed you feel
during this permission-granting ow. You will rst navigate
the system-level permission settings for eye tracking. You
can enable eye-tracking permission, pause eye tracking, and
control eye calibration data for the system in this dialog from
the system setting.After you toggle the button, the following
dialog appears (Figure 8):

After you enable the eye-tracking feature, you will be
asked to perform a calibration process. You can control which
application has access to your eye-tracking data in the systE
setting (Figure 9):

[Q1]: | feel informed about the utility of this permission. (5p
Likert scale from “Strong disagree” to “Strong agree”)

{8. 9: Eye-tracking calibration and app permission control
t(Oculus)
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[Q2]: | feel informed about the associated privacy risk of
this permission. (5pt Likert scale from “Strong disagree” to
“Strong agree”)

[Q3]: | feel con dent that this AR/MR system will securely
store my eye-tracking data. (5pt Likert scale from “Strong
disagree” to “Strong agree”)

[Q4]: 1 know exactly what type data will be collected, how

it will be used, and who will have access to it based on the
information presented in the above permission screenshots.
(5pt Likert scale from “Strong disagree” to “Strong agree”)

[Q5]: | feel comfortable using the device knowing the level
of access it has to my eye tracking data. (5pt Likert scale
from “Strong disagree” to “Strong agree”)

[Instruction] Now, we are interested in the degree to which
you understand what the system (i.e., the headset) can do with
your data once you grant permission. Answer the following
true or false questions regarding teensor capability This

is not an evaluation of you; rather, we are attempting tq.. . o :

evaluate the ef cacy of th()a/se dialogs. piing ci:lg. 10: App-level eye-tracking permission dialog (Oculus)
[Q6]: The system can understand where your eyes look (io 'tk
indicate which virtual object to select. 1. True 2. False 3. ont know

don't know . .
[Q14]: The system can retain the unprocessed image of your

[Q7]: The system can identify which real-world objects yo&Y® ON the AR/MR headset. 1. True 2. False 3. | don't know

are looking at. 1. True 2. False 3. | don't know ] ]
[Q15]: The system only collects your nal selection (instead

[Q8]: The system can simulate your eye movement for yo@f YOUr eye movements) from the eye tracking data. 1. True
virtual avatar. 1. True 2. False 3. | don't know 2. False 3. | don't know

[Q9]: The system can authenticate your identity from thghstruction] Now, you open an app on the headset, which has

unique aspect of your eye (i.e., iris). 1. True 2. False 3.itp own app-level permission settings for eye tracking. The
don't know following app dialog appears after you open the application

for the rst time (Figure 10):
[Q10]: The system can adjust eye calibration for new users.
1. True 2. Ealse 3. | don't know [Q16]: | feel informed about the utility of this permission.
(5pt Likert scale from “Strong disagree” to “Strong agree”)
[Instruction] Answer the following true or false questions . _ . .
regarding thesensor privacy This is not an evaluation of [Q17]: I feel informed about the associated privacy risk of
you; rather, we are attempting to evaluate the efcacy dhis permission. (5pt Likert scale from “Strong disagree” to
these dialogs. “Strong agree”)

[Q11]: The system requires your permission to access ydar18]: | feel condent that this AR/MR application will

eye tracking data. 1. True 2. False 3. | don't know securely store my eye-tracking data. (5pt Likert scale from
“Strong disagree” to “Strong agree”)

[Q12]: The system allows you to control which application

has access to your eye tracking. 1. True 2. False 3. | doft219]: | know exactly what type data will be collected, how

know it will be used, and who will have access to it based on the
information presented in the above permission screenshots.

[Q13]: The system can transfer your eye tracking data to &pt Likert scale from “Strong disagree” to “Strong agree”)

external device (e.g., a company server). 1. True 2. False 3. |
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[©20]: I feel comfortable using this AR/MR applicationyou feel more comfortable using the technology in the future.
knowing the level of access it has to my eye-tracking data.
(5pt Likert scale from “Strong disagree” to “Strong agree”) [Instruction] Please drag and drop the top three most
important items from the list below that can in uence your
[Instruction] Now, we are interested in the degree to whictlecision to use this technology in the future. (Don't worry
you understand what the application can do with your da&pout the ordering within the box)
once you grant permission. Answer the following true or
false questions regarding tteensor capability This is not [ltem 1]: Knowing who will have access to this data. [Exam-
an evaluation of you; rather, we are attempting to evalugie includes: permission request; background access, control
the ef cacy of these dialogs. which app has access to your data].
[ltem 2]: Knowing how will the data be stored. [Example
[Q21]: The application can understand where your eyes lo#icludes: Delete after use, stores eye tracking data by default;
to indicate which virtual object to select. 1. True 2. False ®rovide options to delete your data.]
| don't know [ltem 3]:Knowing how will the data be transmitted.[Example
includes: keep your data only on device; transfer your data to

[Q22]: The application can identify which real-world objectén external device] .
you are looking at. 1. True 2. False 3. | don't know [ltem 4]: Knowing what type of data will be collected.
[Example includes: eye movement data (how long you look);
[Q23]: The application can simulate your eye movement f&Y€ 9aze data (where you look); nal selection (where you
your virtual avatar. 1. True 2. False 3. | don't know indicate); unique aspect of your eye (iris).] _ _
[ltem 5]: Knowing what is the purpose of collecting this data.
[024]: The application can authenticate your identity fror{ﬁxample includ.es:.indicate selection; generate virtual avatar;
the unique aspect of your eye (i.e., iris). 1. True 2. False 3igentity authentication]

don't know B. Survey for Hand-tracking on Oculus

[Q25]: The application can access user's eye calibration diﬂnstructlon] Suquse you want to use an AR/MR appllc_:atlon
(e.g., eye position) provided by the system. 1. True 2. Fal\évéh a hand—tracklng featgrg. Below is what you see in the
3.1 don't know process of granting permission for hand tracking. We would
like to ask you about your comfort levels and how informed
g/ou feel during this permission-granting ow. You will

[Instruction] Answer the following true or false question rst navigate the system-level permission settings for hand
regarding the sensor privacy. This is not an evaluation of YOus

th it tina t luate the of f1h acking. You can enable hand-tracking permission for the
(rd?alc?gr’s we are attempting lo evajuate the etcacy o e%?/stem in this dialog from device permission in the system

L _ o setting. After you toggle the button, the following dialog
[©26]: The application requires your permission to acCesPnears (Figure 11):

your eye tracking data. 1. True 2. False 3. | don't know

o ] [Hand-tracking tutorial] After you enable the hand-tracking
[Q27]: The application can access your eye tracking daigature, the system will present tutorials on how to interact

\l/(vhen running in the background. 1. True 2. False 3. | dongiih the virtual content using your hand (Figure 12):
now
[@31]: | feel informed about the utility of this permission.
[Q28]: The application can transfer your eye tracking data {gpt Likert scale from “Strong disagree” to “Strong agree”)
an external device (e.g., a company server). 1. True 2. False
3. I don't know [Q32]: | feel informed about the associated privacy risk of
this permission. (5pt Likert scale from “Strong disagree” to
[Q29]: The application can retain the unprocessed image ‘Strong agree”)
your eye within the application. 1. True 2. False 3. | don't
know [Q33]: | feel con dent that this AR/MR system will securely
store my hand-tracking data. (5pt Likert scale from “Strong
[Q30]: The application only collects your nal selectiondisagree” to “Strong agree”)
(instead of your eye movements) from the eye tracking data.
1. True 2. False 3. | don't know [@34]: | know exactly what type data will be collected, how
it will be used, and who will have access to it based on the
[Instruction]Now that you have seen the permission settinggormation presented in the above permission screenshots.
for both the overall system and the app, we want to understafgt Likert scale from “Strong disagree” to “Strong agree”)
what information about both the system and the app can help
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your virtual avatar. 1. True 2. False 3. | don't know

[@39]: The system can authenticate your identity from the
unique aspect of your hand (i.e., ngerprint). 1. True 2. False
3. I don't know

[Q40]: The system can measure the hand size of new users.
1. True 2. False 3. | don't know

[Instruction] Answer the following true or false questions
regarding thesensor privacy. This is not an evaluation of
you; rather, we are attempting to evaluate the efcacy of
these dialogs.

[Q41]: The system requires your permission to access your
hand tracking data. 1. True 2. False 3. | don't know

Fig. 11: System-level hand-tracking permission dialog (Ocufb42]: The system allows you to control which application

lus) has access to your hand tracking. 1. True 2. False 3. | don't
know

[Q43]: The system can transfer your hand tracking data to an
external device (e.g., a company server). 1. True 2. False 3. |
don't know

[Q44]: The system can retain the image of your hand on the
AR/MR headset. 1. True 2. False 3. | don't know

[Q45]: The system only collects your nal selection (instead
of your hand movements) from the hand tracking data. 1.
True 2. False 3. | don't know

[Instruction] Now, you open an app on the headset, which
doesn't need to request app-level permission for hand tracking
Fig. 12: System-level hand-tracking tutorial dialog (Oculus}kince the app has automatic access to hand tracking data.

[Q46]: | feel informed about the utility of this permission.
[Q35]: I feel comfortable using the device knowing the leve5pt Likert scale from “Strong disagree” to “Strong agree”)
of access it has to my hand-tracking data. (5pt Likert scale
from “Strong disagree” to “Strong agree”) [Q47]: | feel informed about the associated privacy risk of

this permission. (5pt Likert scale from “Strong disagree” to
[Instruction] Now, we are interested in the degree to whiclStrong agree”)
you understand what the system (i.e., the headset) can do with
your data once you grant permission. Answer the followin@48]: | feel condent that this AR/MR application will
true or false questions regarding thensor capability This securely store my hand-tracking data. (5pt Likert scale from
is not an evaluation of you; rather, we are attempting t&trong disagree” to “Strong agree”)
evaluate the ef cacy of these dialogs.

[Q49]: | know exactly what type data will be collected, how
[Q36]: The system can understand your hand gesture itawill be used, and who will have access to it based on the
perform certain actions (e.g., select, scroll). 1. True 2. Falggormation presented in the above permission screenshots.
3. I don't know (5pt Likert scale from “Strong disagree” to “Strong agree”)

[Q37]: The system can identify which real-world objects yo{Q50]: | feel comfortable using this AR/MR application
are holding. 1. True 2. False 3. | don't know knowing the level of access it has to my hand-tracking data.

(5pt Likert scale from “Strong disagree” to “Strong agree”)
[@38]: The system can simulate your hand movement for
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[Instruction] Now, we are interested in the degree to whichtem 1]: Knowing who will have access to this data. [Exam-
you understand what the system (i.e., the headset) can do vgkh includes: permission request; background access, control
your data once you grant permission. Answer the followinghich app has access to your data].
true or false questions regarding teensor capability This [ltem 2]: Knowing how will the data be stored. [Example
is not an evaluation of you; rather, we are attempting iacludes: Delete after use, stores hand tracking data by default;
evaluate the ef cacy of these dialogs. provide options to delete your data.]

[Iltem 3]:Knowing how will the data be transmitted.[Example
[Q51]: The application can understand your hand gestureit@ludes: keep your data only on device; transfer your data to
perform certain actions (e.g., select, scroll). 1. True 2. Fala@ external device]
3. | don't know [ltem 4]: Knowing what type of data will be collected.

[Example includes: hand movement data (how fast you move);
[Q52]: The application can identify which real-world objecthand gesture data (what guesture you perform); unique aspect
you are holding. 1. True 2. False 3. | don't know of your hand ( ngerprint).]

[ltem 5]: Knowing what is the purpose of collecting this data.
[Q53]: The application can simulate your hand movement fgExample includes: indicate selection; generate virtual avatar;
your virtual avatar. 1. True 2. False 3. | don't know identify authentication]

[Q54]: The application can authenticate your identity fronC. Survey for Eye-tracking on HoloLens

?;sgnéqt:edgﬁf:iﬁog\f your hand (i.e., ngerprint). 1. True %Ir_]struction] Supp_ose you want to use an AR/MR he_adset
' with an eye-tracking feature. Below is what you see in the
rocess of granting permission for eye-tracking. We would
iKe to ask you about your comfort levels and how informed
you feel during this permission-granting ow. You will rst
[Instruction] Answer the following true or false questionsgs\élggﬁ ?r?a?lﬁtgyr/r:e-lter\;eclk?neg;rngrggs?c?:\t,lnp?;ufsoer ee);/i-irrzikklir:]%,
regarding the sensor privacy. This is not an evaluation of YOllhd control eye calibration data for the system in this dialog
rather, we are attempting to evaluate the efcacy of the%eom the system setting. (Figure 13):
dialogs. . :
[Q56]: The application requires your permission to acce
your hand-tracking data. 1. True 2. False 3. | don't know

[Q55]: The application can measure the hand size of n
users. 1. True 2. False 3. | don't know

flsnstruction] After you enable the eye-tracking feature, you
will be asked to perform a calibration process. After the
cEaIibration process, the system provides an alternative sign-in
ata ! . . . -
r1Q‘iocess using the eye-tracking feature. This feature is optional
(Figure 14):

[Q@57]: The application can access your hand tracking d
when running in the background 1. True 2. False 3. | do
know

[©58]: The application can transfer your hand tracking data Questions are identical to Q1-Q15 in Appendix VIll-A

to an external device (e.g., a company server). 1. True 2. ) .
False 3. | don't know (e.g pany ) [Instruction] Now, you open an app on the headset, which has

its own app-level permission settings for eye tracking. The
r]ffa)llowing app dialog appears after you open the application
0

59]: The application can retain the image of your hal
[Q59)] hp g y r the rst time (Figure 15):

within the application. 1. True 2. False 3. | don't know
[060]: The application only collects your nal selection Questions are identical to Q16-Q30 in Appendix VIII-A
S;tsfal(_j 'IPrL g %engildsfnlogithe E:lz)wfrom the hand tracker_ Survey for Hand-tracking on HoloLens
[Instruction] Suppose you want to use an AR/MR application
[Instruction]Now that you have seen the permission settingdth a hand-tracking feature. Below is what you see in the
for both the overall system and the app, we want to understgmacess of granting permission for hand tracking. We would
what information about both the system and the app can héike to ask you about your comfort levels and how informed
you feel more comfortable using the technology in the futurgou feel during this permission-granting ow. You will rst
navigate the system-level permission settings for hand track-
[Instruction] Please drag and drop the top three moistg. The hand tracking permission for this system is enabled
important items from the list below that can in uence youby default. You are informed about the hand-tracking for the
decision to use this technology in the future. (Don't worrgystem through this visualization. (Figure 16):
about the ordering within the box) [Instruction] Hand tracking does not require calibration from
the user. Currently, the system does not offer a way to control
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