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Abstract
Augmented reality (AR) experiences place users inside

the user interface (UI), where they can see and interact with
three-dimensional virtual content. This paper explores UI
security for AR platforms, for which we identify three UI
security-related properties: Same Space (how does the plat-
form handle virtual content placed at the same coordinates?),
Invisibility (how does the platform handle invisible virtual
content?), and Synthetic Input (how does the platform handle
simulated user input?). We demonstrate the security implica-
tions of different instantiations of these properties through five
proof-of-concept attacks between distrusting AR application
components (i.e., a main app and an included library) — in-
cluding a clickjacking attack and an object erasure attack. We
then empirically investigate these UI security properties on
five current AR platforms: ARCore (Google), ARKit (Apple),
Hololens (Microsoft), Oculus (Meta), and WebXR (browser).
We find that all platforms enable at least three of our proof-
of-concept attacks to succeed. We discuss potential future
defenses, including applying lessons from 2D UI security and
identifying new directions for AR UI security.

1 Introduction

Extensive past research and practice have considered user
interface (UI) security for two-dimensional screens (desktop,
browser, and mobile), e.g., clickjacking attacks that trick the
user into interacting with UI elements [33,37,44,54,67,82], in-
formation leakage via the user interface [27,42], and isolating
UI components from other entities [13, 74, 92]. In this paper,
we explore UI security in emerging augmented reality (AR)
platforms.1 AR immerses the user inside a three-dimensional
user interface — including, in some contexts, the real world

1We use the term “augmented reality (AR)” to refer to technologies that
place virtual content in a user’s view of a real-world environment, whether
embedded in it or overlaid on it. Other works may use other terms to refer
to the same or related concepts, including mixed reality (MR) and extended
reality (XR). We focus on AR and while we believe some findings might be
possible in VR too, we are not in a position to fully clarify all differences
between AR and VR.

itself — in contrast to the user merely observing it from the
outside.

Scope and Threat Model. UI-level security for AR includes
potential attacks on: (1) the user’s perception of the physical
world, (2) the virtual world or other virtual content, and (3) the
user’s interactions with virtual content. Regarding the first
threat model, recent work has begun to study security and
privacy for emerging AR platforms more generally, including
some UI-related issues related to attacks on physical world
perception. For example, it has discussed or demonstrated
attacks in which malicious AR content is used to obscure
important real-world (or virtual) content [43, 61] and side-
channel attacks that allow malicious applications to infer
information about the user’s physical surroundings [70, 99,
101]. In this work, we consider a threat model where multiple
entities might be interacting within the AR UI, such as third-
party embedded code (e.g., a library) running inside an AR
application in which the embedded code (e.g., the library)
seeks to compromise a property of the AR application or vice
versa. As the ecosystem continues to develop, we envision
our threat model extending to future multi-user/multiple AR
applications simultaneously augmenting the user’s view of
the world.

Given our focus on multiple principals, we thus particularly
consider threat models (2) and (3), i.e., from one principal on
another principal’s virtual content and on the user’s interaction
with another principal.

AR UI Security Attacks and Properties. Given this prob-
lem scope, we prototype several multi-principal UI security
attacks on currently available AR platforms. These include:

1. A clickjacking attack on ARKit (Apple), where a ma-
licious AR application component tricks the user into
interacting with another component’s virtual object. This
attack is achieved by placing both objects at the same
3D coordinates and taking advantage of ARKit’s incon-
sistency about which object is visible and which receives
user input.

2. A user input denial-of-service attack on Hololens (Mi-
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crosoft), where a malicious AR application component
blocks the user from interacting with another oranyvir-
tual object. This attack is achieved by surrounding the
target AR object in an invisible 3D box and/or entirely
surrounding the user with an invisible 3D virtual box
that captures all user input. This attack is possible on
platforms that support invisible objects that are allowed
to receive inputs.

3. An input forgeryattack in ARCore (Google), where a
malicious AR application component impersonates the
user's interaction with virtual objects, even when they
are not within the user's �eld of view. This attack is
achieved by programmatically generating synthetic user
interactions, taking advantage of the absence of input
provenance, i.e., the ability to verify the origin of input.

4. A object-in-the-middle attackon Oculus (Meta), where
a malicious AR application component snoops on the
user's interactions with another component's virtual ob-
ject. This attack is achieved by a combination of (a) an
invisible object that intercepts the user's intended input,
and (b) synthetic user input that is then dispatched to the
original target object.

5. An object erasureattack in WebXR (browser), where a
malicious AR application component uses an invisible
virtual object to cause an underlying victim virtual object
to disappear completely. This attack is possible due to
WebXR's method for rendering invisible objects.

These proof-of-concept attacks are possible because of
the way each platform implements threespeci�c UI-related
propertiesthat we identi�ed: What happens when multiple
virtual objects are placed at the same 3D physical coordinates
(“Same Space”property)? (2) How do “invisible” virtual
objects work (“Invisibility” property)? (3) Do platforms allow
synthetic user input (“Synthetic User Input”property)?

Empirical Evaluation of Current AR Platforms and SDKs.
After identifying these properties and demonstrating their se-
curity and privacy implications through the proof-of-concept
attacks, we conduct asystematic empirical investigationof
how current AR platforms and SDKs handle them. Speci�-
cally, we conduct experiments with ARCore (Google), ARKit
(Apple), Hololens (Microsoft), Oculus (Meta), and WebXR
(browser). We �nd inconsistencies in how current platforms
handle the AR UI security properties that we identify and
observe that many current implementations of these platforms
enable attacks such as those we describe above.

Towards Future Defenses.Our results highlight the necessity
for emerging AR platforms to implement UI-level security
precautions in their designs and implementations. However,
defenses are not necessarily straightforward. In some cases,
we recommend that platforms adopt known approaches from
2D UI security (e.g., adding user input provenance informa-
tion [11]), though we found that no current platform has im-
plemented this feature. In other cases, AR-speci�c approaches

may need to be devised [63] or AR-speci�c tradeoffs consid-
ered (e.g., aligning the physics and rendering engines around
UI security properties and handling UI isolation in a 3D,
interleaved context [60]) when 2D mitigation fails to work.

Contributions. We contribute the following:
1. We identifythree AR UI properties that have security

and/or privacy implications and provide criteria for
evaluating them (Section 3).

2. Based on these properties, we demonstrate�ve proof-
of-concept AR UI security attacksthat are possible on
today's AR platforms (Section 4).

3. We presentresults of an empirical analysisof these
AR UI security properties in �ve commercially available
AR platforms and associated SDKs: ARCore, ARKit,
Hololens, Oculus, and WebXR (Section 5).

Finally, we re�ect onfoundations for future defenses,
including known defenses that have not to date been applied to
AR platforms and SDKs, as well as potential novel defensive
directions (Section 6).

Disclosure.We have reported all of our �ndings to Apple,
Google, Meta, Microsoft, WebXR, and Unity.

2 Background and Motivation

We begin with background on AR technologies, AR UI, and
prior work on AR security and privacy to motivate our work.

Augmented Reality.AR technologies — technologies that
seamlessly blend the physical and the digital worlds — are
receiving increasing attention from both academia and in-
dustry. Once considered niche yet expensive research pro-
totypes, AR devices are becoming more available and af-
fordable, and mainstream smartphones and browsers are now
supporting AR functionalities. Technologies like Microsoft's
Hololens 2 [16], Meta's Oculus Quest 3 [15], Nreal's AR
smartglass [17], Snapchat's Spectacles [22], and Apple's
newly announced Vision Pro headset [3] are transforming pre-
vious visions for AR into market-ready products. In addition
to the hardware advancements, the platforms and application
development ecosystems surrounding these technologies are
growing, as well. In this paper, we study �ve leading AR
platforms: Apple's ARKit [9], Google's ARCore [5], Meta's
Oculus Integration [20], Microsoft's MRTK [30] for Hololens,
and WebXR [28] for the web. These platforms cover all three
AR hardware form factors currently available: handheld mo-
bile devices, video passthrough AR headsets, and optical see-
through AR headsets.

UI in Augmented Reality. Unlike traditional 2D contexts
where users interact with UI content on �at screens, the AR UI
is a conjunction of visual elements from the physical world,
the AR virtual world, and the user's interactions within the
immersive 3D world. The AR context requires that the system



process and understand the physical world surrounding the
user [7,8,14,18,47], and virtual content is often “anchored” to
physical-world surfaces, requiring rapid updates in response
to change's in the user's physical surroundings or position.

Figure 1 shows how these elements are combined by
platform-speci�c SDKs that process sensory data from the
physical world as well as user input, and then pass this data to
the platform's rendering engine to generate the �nal UI that
is perceived by the user. Some SDKs include their own ren-
dering engine; for example, both ARCore and ARKit handle
rendering using the platform-speci�c built-in engine. Other
SDKs of�oad rendering to external engines or libraries; e.g.,
while both Hololens 2 and Meta Quest provide their own plat-
form SDKs, rendering is managed by existing game engines
like Unity [25] or Unreal [26], while WebXR uses existing
3D rendering JavaScript libraries, such as Three.js [23] or
Babylon.js [10]. The breadth and complexity of this ecosys-
tem mean that different AR platforms may make different
design or implementation choices in building the AR UI expe-
rience, and platform developers may fail to realize the security,
privacy, and safety implications of these decisions or their in-
tegrations of different components.

Security and Privacy for AR. We add to a growing body
of work from the computer security and privacy community,
which has been addressing security, privacy, and safety risks
in AR for over a decade [78]. The initial security threat mod-
eling taxonomies for AR were proposed by Roesner et al.,
identifying input, data access, and output as key areas of con-
cern [79]. Guzman et al. then built on these categories, in-
corporating user interaction and device protection [46]. Much
prior AR security work falls into these taxonomies, includ-
ing studies focusing on sensor data input privacy in AR/VR
platforms [50,55,56,86,93,95,101], on device and network
safety [52,87,90], on user input [63,88] and work identify-
ing and addressing malicious AR output [32, 43, 61]. Prior
works also proposed mitigation strategies via AR platform
design [56, 59, 61, 80, 81, 96]. Though some of these prior
works touched on topics related to AR UI security (e.g., vir-
tual content “output attacks” by malicious AR apps [43,59]),
to our knowledge no prior work has systematically studied
AR UI security — including both application output and user
input — as we do in this paper.

3 Selected Properties and Evaluation Metrics

In Section 1, we described �ve proof-of-concept attacks on
AR UI security. Before we return to these attacks in Section 4,
we �rst identify and introduce three key AR UI security re-
lated properties that underpin these types of attacks.

Properties.Our team, which included eight researchers, con-
ducted multiple rounds of interactive threat modeling, struc-
tured brainstorming, and preliminary experiments to generate

Figure 1: Overview of Augmented Reality User Interface. The
yellow box represents the three main components: perception
of the physical world, virtual AR world, and user interaction.

and re�ne ideas for design choices, properties, and/or test
cases for AR platforms. Six (of eight) authors participated in
the brainstorming process. This process involved: (1) each au-
thor independently generating security or privacy related ques-
tions and associated testable properties about AR platform
designs (using sticky notes and a spreadsheet), (2) multiple
authors reviewing and re�ning each row of the spreadsheet,
and (3) clustering the properties according to themes (e.g.,
user input, multiple applications or components, hardware,
sensors). From there, we chose to focus on AR UI security
issues because we found them particularly interesting given
the relationship between the UI, the environment, and the user
and underexplored in current platforms.

1. Same Space.How do AR systems manage objects that
share the same physical world mapping? For instance,
when two AR objects with identical shapes and sizes are
anchored at the same 3D coordinates, which object(s)
become visible to the user? Which receive (s) the user's
input? We leverage this property in the clickjacking at-
tack (Section 4.2).

2. Invisibility. How do AR systems handle virtual objects
in the AR world that are transparent? To what extent, if
any, does an object's visibility in�uence its functionality?



For example, are transparent objects capable of receiving
user input? What happens when a transparent object
renders over another virtual object? We leverage this
property in the user input denial-of-service (Section 4.3),
object-in-the-middle (Section 4.5), and object erasure
(Section 4.6) attacks.

3. Synthetic User Input. How do AR systems handle syn-
thetic user input? For example, can adversarial code gen-
erate synthetic input to mimic human interaction, such as
via a programmatically generated raycast? We leverage
this property in the input forgery (Section 4.4) and the
object-in-the-middle (Section 4.5) attacks.

Evaluation Metrics. Moving from these properties and ques-
tions tospeci�c evaluation metricsthat we can use in our
empirical investigation of platforms in Section 5:

ForSame-Space,if two virtual objects from different appli-
cation components are created with the same size and placed
at the same 3D coordinates, we evaluate:

• Rendering Order:Is the object placed �rst or the object
placed second visible?

• Interaction Order:Does the object placed �rst or the
object placed second receive user input?

• Rendering Flicker-Free:Is rendering order consistent
within a single trial, or does it �icker?

• Rendering Consistency:Is rendering order consistent
across trials?

• Interaction Consistency:Is interaction order consistent
across trials?

• Rendering-Interaction Consistency:Are the object that
is visible and the object that receive user input the same
object?

For Invisibility , if objects are transparent, we evaluate:

• Create Invisible Object:Using each of the following
possible invisibility mechanisms, can an invisible object
be created? Mechanisms include: (1) setting a zero al-
pha value, (2) disabling the object's renderer, (3) using
a null material for the object, and (4) using a custom
transparent material for the object?

• Invisible User Interaction:Can invisible objects based
on the preceding mechanism take user input?

• Composes as Expected with Virtual Objects:If an in-
visible object is rendered overlapping another virtual
object, what is the resulting visible rendering? Is the
other virtual object visible?2

For Synthetic Input, if input is not created by real AR
users, we evaluate:

• Create Synthetic Input:Does the platform support syn-
thetic user input, such as through a simulated raycast?

2We were motivated to add this evaluation metric after discovering the
object erasure attack for WebXR, described in Section 4.6.

• Invisible Synthetic Input:When synthetic input is dis-
patched, has any visible indication to the user occurred
(e.g., via a visible raycast)?

• Input Provenance:When a virtual object receives user
input, is there a way for it to distinguish real user input
from synthetic input?

We stress that completeness, in properties or metrics, is not
our goal. Instead, we focus on metrics derived from our brain-
storming activity that we considered important, challenging,
and interesting in the AR context.

Valid Use Cases for Properties.While we focus on the secu-
rity implication of these properties, we emphasize that they
can also enable necessary features in many AR applications.
Thus, seemingly simple solutions such as disallowing objects
from occupying the same space, disabling invisible objects,
or disallowing synthetic input will not be tenable.

TheSame Spaceproperty allows designers and developers
greater �exibility when creating AR experiences, enabling
them to design complex scenes and arrangements where ob-
jects can interact, stack, or blend with each other in creative
ways. In architectural or interior design AR applications, the
ability for virtual objects to overlap becomes particularly
useful as they can represent multiple layers or illustrate the
relationships between different elements, providing a rich vi-
sual representation of the design. Moreover, the Same Space
property facilitates intuitive user interaction and manipulation.
Users can freely move around in the physical space, effort-
lessly viewing, moving, rotating, or scaling individual objects.
The dynamic updating of visuals in response to changes in the
user's physical surroundings or interaction occurs smoothly
without rigid collision constraints, ensuring a seamless and
natural experience.

TheInvisibility property also contributes to a broad range
of practical functionalities. For example, Pokemon Go, one of
the most popular AR games, uses invisible objects as a place-
holder for Pokemon that are still under development [31].
Moreover, existing research corroborates the value of this
functionality in medical training scenarios [39]. Here, the AR
objects are designed to be context-sensitive and can transi-
tion to an invisible state, allowing surgeons to look through
overlaid content without obstruction. In addition, invisibility
is also widely used for handling occlusion between virtual
objects and real-world objects to ensure that virtual objects
are realistically occluded by real-world objects, improving
overall immersiveness [6].

The Synthetic User Input property, commonly imple-
mented via raycasting, is integral to the functioning of AR
features. Its primary function is to indicate user interaction
and selection in the real world by returning information about
the selection, such as the distance, position, or a reference to
a real-world object (plane, surface) or virtual AR object. The
many legitimate use cases of synthetic user input include, for
example, an AR shooting game that generates synthetic input



as a shooting ray to intersect with the designated object.
Hence, it is crucial not to simply disable the features associ-

ated with these properties solely due to their potential security
implications. Rather, we advocate that AR platform and ap-
plication designers carefully consider the potential security
implications in addition to the desirable use cases.

4 Threat Model and Proof-of-Concept Attacks

We now return to the proof-of-concept AR UI security attacks
that we previewed in Section 1. First, we detail our threat
model. Then, we describe in detail our proof-of-concept at-
tacks on �ve AR platforms (ARCore, ARKit, Hololens, Ocu-
lus, and WebXR). Though we choose one platform on which
to implement each attack, our empirical investigation in Sec-
tion 5 will reveal that multiple platforms provide the precon-
ditions for implementing most attacks.

4.1 Threat Model And Attack Preconditions

We assume adversarial behavior might extend from one en-
tity (e.g., an included ad library) to another entity (e.g., the
main app), or vice versa. Attackers could directly call the API
from the SDK to either gather sensitive information from the
AR application (e.g., location of a target AR object) or place
content within the AR virtual world. Our threat model resem-
bles those used in other platforms, e.g., malicious third-party
iframes [36,98] or included third-party libraries in the mobile
ecosystem [97,100]. However, the current AR environment is
arguably more vulnerable given there are no iframe-like prim-
itives that isolate the execution of third-party code; instead, it
shares a portion of the displayed AR scene.

All proof-of-concept attacks rely on at most these three
preconditions (in addition to the individual attack-speci�c
metrics we test): (1) the location of the targeted object, (2)
the ability to generate virtual content interleaved with the vic-
tim's content, and (3) the execution of synthetic input. These
preconditions are straightforwardly met in today's systems,
where third-party libraries are included in applications as
either the attacker or victim components.

4.2 Clickjacking: Leveraging Inconsistency be-
tween Rendering and Interaction Orders

Attack Motivation: Bait User Interaction. Clickjacking is
an attack that fools users into thinking they are clicking on
one thing when they are actually clicking on another. As they
can on web and mobile platforms today, app developers will
be able to use third-party ad libraries on AR to display ads and
generate revenue. AR advertising has attracted huge interest,
and revenue in this market is projected to reach US $1.05
billion in 2023 [4]. Attackers are well-incentivized to mount
clickjacking attacks on ads it includes, tricking users into
clicking on them and thereby increasing ad revenues. Prior

(a) User's view of an AR advertisement object.

(b) Demonstration of the clickjacking attack

Figure 2:Clickjacking attack on ARKit. ¬ The advertise-
ment object displayed in the AR world.­ A prompt after
the advertisement is clicked.® A bait AR object rendered on
top of the advertisement object exploiting the Same Space
property.̄ An accompanying bait AR object. After the user
clicks on the bait object®, the interaction goes into the ad-
vertisement object¬ and generates the prompt­ .

work has hypothesized and demonstrated clickjacking attacks
through hijacking the cursor in the context of VR [63]. Here,
we demonstrate one type of clickjacking attack in AR without
modifying the user's interaction.

Attack Design.We implement this attack in iPhone 13 using
the ARKit SDK. Our intuition is that the AR platform will
handle the rendering sequence and interaction sequence differ-
ently when two objects are placed in the same 3D coordinates.
For example, when we place two AR objects in ARKit using
the same anchor ((object.setParent(AnchorEntity) )),
the object placed second will always render over the �rst
object, but the user's interaction will always trigger the func-
tionality of the �rst, now hidden object. The attacker here is
a revenue-hungry developer. The ad revenue will go to the
developer as the user's interaction with the bait object goes
into the ad object. The preconditions for this attack are (1) the
location of the targeted object, and (2) the ability to generate
virtual content interleaved with the victim's content.

Figure 2 illustrates the attack. When the victim/user
launches the application, an advertising platform places a
third-party ad¬ in a certain bounded region of the main app,
and a revenue-hungry developer/attacker then places a new in-
teractive bait object® in the same space as the advertisement.
This component displays the message “click here to win your
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