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Abstract—Immersive augmented reality (AR) technologies are
becoming a reality. Prior works have identified security and
privacy risks raised by these technologies, primarily considering
individual users or AR devices. However, we make two key
observations: (1) users will not always use AR in isolation, but
also in ecosystems of other users, and (2) since immersive AR
devices have only recently become available, the risks of AR have
been largely hypothetical to date. To provide a foundation for
understanding and addressing the security and privacy challenges
of emerging AR technologies, grounded in the experiences of
real users, we conduct a qualitative lab study with an immersive
AR headset, the Microsoft HoloLens. We conduct our study in
pairs — 22 participants across 11 pairs — wherein participants
engage in paired and individual (but physically co-located)
HoloLens activities. Through semi-structured interviews, we ex-
plore participants’ security, privacy, and other concerns, raising
key findings. For example, we find that despite the HoloLens’s
limitations, participants were easily immersed, treating virtual
objects as real (e.g., stepping around them for fear of tripping).
We also uncover numerous security, privacy, and safety concerns
unique to AR (e.g., deceptive virtual objects misleading users
about the real world), and a need for access control among users
to manage shared physical spaces and virtual content embedded
in those spaces. Our findings give us the opportunity to identify
broader lessons and key challenges to inform the design of
emerging single- and multi-user AR technologies.

I. INTRODUCTION

Augmented reality (AR) technologies, which overlay virtual
content on users’ perceptions of the physical world, are now
a commercial reality. Recent years saw the success of the
smartphone AR app Pokémon Go [44], and more immersive
AR technologies such as head-mounted displays [22, 30] and
automotive AR windshields [5] are shipping or on the horizon.

Within the computer security and privacy community, prior
efforts have made significant progress toward anticipating and
addressing security, privacy, and safety challenges raised by
AR technologies [12, 37]. For example, these works have
sought to defend against buggy or malicious apps on a user’s
device that may record privacy-sensitive information from the
user’s surroundings [16, 23, 36, 45, 48] or disrupt the user’s
view of the world (e.g., by occluding oncoming vehicles or
pedestrians in the road) [25, 26], as well as the risks that a
user’s AR device might pose to bystanders [15, 38].

While valuable for the problems that they do tackle, we
observe two critical gaps in prior works. First, they consider
primarily individual AR users and their devices. However,
emerging AR technologies will not be used only by individual
users in isolation, but also by multiple users, each with
their own AR device — including users who share the same
physical space and may interact with shared virtual content
embedded in this space. Indeed, existing AR research efforts
(e.g., [24, 43, 49]), as well as already deployed AR apps such
as Pokémon Go, rely on interactions between multiple, often
physically co-located, users. We refer to AR systems that sup-
port these interactions as multi-user AR systems, and we argue
that considering the risks that might arise for users of such
systems is critical to the success of future AR technologies.
Precursors of such risks have already begun to appear in the
wild today, e.g., recent “vandalism” of augmented reality art
in Snapchat [27].

Second, we observe that immersive AR technologies such
as Microsoft’s HoloLens [22] have only recently become
available. Thus, even in the context of individual users or
AR devices, prior works have focused on conjectured security,
privacy, and safety concerns that arise in anticipation of emerg-
ing AR technologies, but that are not necessarily grounded in
users’ experiences with the technologies themselves.

Our Goals and Approach. We aim to bridge the above gaps
by investigating the concerns of end users grounded in their ex-
periences with real AR technologies, in both single- and multi-
user contexts. That is, we strive to uncover a broad spectrum of
risks that AR users may face — which may stem from buggy
or malicious apps or other misbehaving users — and to identify
challenges that must be addressed to support rich single- and
multi-user experiences. Since immersive AR systems are only
just emerging, we cannot fully predict users’ expectations of
or interactions with these technologies, nor their interpersonal
interactions while using them. Thus, we directly study end
users engaging with real AR technology, and with each other,
through an in-lab partner study using the Microsoft HoloLens,
an immersive AR headset (see Figure 1). Ultimately, we strive
to provide a broad foundation for understanding and addressing
the computer security and privacy challenges that emerging AR
technologies will present.
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Research Questions. In support of our above goals, we design
our study to investigate the following research questions:

1) RQ1: What expectations and behaviors arise for users
engaging with a real, immersive AR technology, and what
interpersonal interactions arise between these users?

2) RQ2: What concerns arise for users in practice — involv-
ing both single- and multi-user experiences — given the
opportunity to interact with other users and applications
on an immersive AR device?

Finally, since prior work has considered technical challenges
with security primarily for single-user AR systems, we ask:

3) RQ3: What new system design challenges and opportu-
nities arise for security and privacy in multi-user AR?

Methodology and Findings Highlights. We conducted an in-
lab, qualitative user study with the HoloLens. We recruited
pairs of participants (22 individuals in 11 pairs), combining
hands-on HoloLens activities with semi-structured interview
questions. Following accepted methods for qualitative re-
search [10, 19, 20], we focused in depth on a small number
of participants until we reached saturation of themes.

Among other findings detailed in Section IV, we find (to our
surprise) that the HoloLens, despite its technical limitations,
provided an immersive experience that shaped participants’
expectations of and interactions with virtual content (Sec-
tion IV-A). Notably, participants often assumed that virtual
objects behave like physical objects — for instance, instinc-
tively stepping around virtual objects or assuming (sometimes
incorrectly) that both they and their physically co-located
partner could see the same virtual objects. As we discuss,
such expectations can be leveraged adversarially. Further, par-
ticipants’ interpersonal interactions (Section IV-B) — though
lighthearted in the context of the study — hinted at potential
conflicts and challenges. For example, some participants placed
virtual objects in each others’ faces or attempted to steal
control of objects from each other.

Once participants had the opportunity to experience im-
mersive AR technology firsthand, we asked them to consider
specific adversarial scenarios, involving both other users and
untrusted applications. In response, participants raised a rich
variety of concerns about risks that might arise from these sce-
narios in both single- and multi-user contexts (Section IV-C).
These concerns both corroborate and enrich those considered
in prior work (e.g., the risk of deceiving someone about the
physical world) and raise new issues around interpersonal
interactions (e.g., concerns about other AR users destroying
or manipulating one’s virtual objects).

Finally, whereas prior technical work focused on securing
single-user AR experiences, our results raise new design chal-
lenges for securely supporting multi-user AR interactions. For
example, participants’ interactions highlighted tensions around
ownership and access control of virtual objects (Section IV-D).

Contributions. In summary, we contribute the following:
1) Problem Identification: We identify the fundamental

need — largely unaddressed in prior work — to consider
security, privacy, and safety for emerging single- and

Fig. 1: A first-person view of virtual objects, or “holograms”, as seen
through the HoloLens head mounted display, including 2D menus and
3D objects.

multi-user AR technologies, grounded in the experiences
and interactions of end users.

2) Study of End Users with Real AR Technology: Through a
user study with pairs of participants using the HoloLens,
we identify and investigate critical research questions in
support of the above goal.

3) Foundation for Secure AR Systems: Our work provides a
foundation for addressing the security, privacy, and safety
risks that will imminently arise for both single- and multi-
user AR scenarios, and we raise key research and design
challenges to inform future defensive directions.

II. BACKGROUND AND MOTIVATION

We begin with background on augmented reality and prior
work on AR security and privacy to motivate our work.

Augmented Reality. AR technologies have recently entered
consumer markets, with smartphones putting basic AR ca-
pabilities in the hands of millions of users. Popular apps
such as Pokémon Go showcased the success of smartphone-
based AR [44], and development frameworks such as Apple’s
ARKit [2], Google’s Tango [3], and Facebook’s AR Studio [1]
are enabling new AR experiences on phones. However, the
vision of AR extends beyond smartphones, aiming to con-
vincingly blend virtual content with a user’s perception of the
physical world. Immersive AR technologies that move towards
this vision are emerging, such as Microsoft’s HoloLens [22]
and Meta’s Meta2 glasses [30]. Other examples abound, e.g.,
in the automotive industry [5] and military [32], with the AR
market expected to grow substantially in coming years [29].

Significant research and commercial efforts have explored
the use of AR for both single- and multi-user applications.
Single-user examples include real-time text translation [4],
visual informational overlays about users’ geographic sur-
roundings (e.g., nearby hotels, restaurants, or landmarks) [50],
and many more. In contrast, other compelling AR use cases
are fundamentally multi-user. For example, Pokémon Go is
a multi-user game in which physically co-located players can
virtually battle each other for control of “Pokémon gyms” asso-
ciated with real-world landmarks, and HoloLens has partnered
with Autodesk to enable collaborative 3D product design [52].
Moreover, prior research efforts have also explored positive
opportunities for engagement between multiple AR users in-
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cluding tabletop multiplayer games, workplace collaboration,
and mathematical educational tools [24, 43, 49].

Security and Privacy for AR. While emerging AR technolo-
gies show great potential, the computer security and privacy
community has begun to identify and address serious security,
privacy, and safety risks that they present [12, 13, 37]. Many of
these efforts focus on the risks that individual AR users might
face from malicious or buggy apps on their own devices. For
example, some address input privacy — preventing the leakage
of sensitive sensor data (e.g., images of faces or sensitive
documents) to untrusted apps [16, 23, 36, 45, 48]. Others
consider output security — preventing apps from displaying
unwanted or harmful content (e.g., virtual objects that startle
the user or obstruct their view of the physical world) [25, 26].
Prior works have also sought to understand and mitigate the
privacy risks that bystanders may face due to non-consensual
recording by the devices of nearby AR users [15, 38].

A limited body of work has also begun investigating security
and privacy protections for multi-user interactions. For exam-
ple, some have proposed abstractions for virtual object privacy
in shared AR settings [8, 9], while others have proposed
mechanisms for securely pairing multiple AR devices for
cross-device communication [18, 40].

These works and others provide a valuable foundation,
but we observe two important gaps. First, prior work almost
exclusively considers individual AR users in isolation or
bystanders. However, as illustrated by the above examples, AR
technologies may also be used by multiple users interacting
with shared virtual content and/or in the same physical space.
Thus, the risks that users will face may stem not only from
buggy or malicious apps, but also from other users, and these
risks have not yet been studied or addressed. Second, while
prior work has studied general experiences and expectations
of end users of AR (e.g., [33–35]), prior work on security
and privacy for AR has not directly studied end users — due
in part to the fact that real, immersive AR technologies have
only recently become available.

Further afield from AR, digital interactions between phys-
ically co-located users have been studied in the context of
interactive tabletop interfaces, including the challenges of gov-
erning personal territory [39] and preventing conflicts between
users [31]. We identify related challenges for multi-user AR
that may be informed by these works. Researchers have also
studied the applicability of social norms in virtual reality,
e.g., [46, 51]. As AR technologies become more sophisticated
and more widely deployed, the study of maintaining (or
changing) social norms in AR environments — which blend
both virtual and real content — will also become valuable.

Goals and Focus of This Work. The above gaps in prior
work together motivate our goals and supporting research
questions laid out in Section I. By exploring the expectations
and behaviors of real users (RQ1), as well as their concerns
involving both single- and multi-user AR experiences (RQ2),
we seek to provide a foundation for understanding and address-
ing the computer security and privacy challenges of emerging
AR technologies — including new challenges that arise from
multi-user systems in particular (RQ3). In studying multi-user

AR, we focus primarily on physically co-located users, rather
than remote AR interactions like telepresence. Though we
return to a discussion of remote interactions in Section V,
we observe that physically co-located interactions exercise a
fundamentally unique property of AR, compared to traditional
digital interactions: the ability to support simultaneous views
of shared physical and virtual worlds.

III. METHODOLOGY

A. Methodology Overview
We designed a user study to investigate our research ques-

tions described in Section I, in support of our above goals.
Before presenting the full details of our methodology, we
highlight several key decisions we made in designing our study.

Qualitative, In-Lab Partner Study. Since this research
space remains largely unexplored, we designed an exploratory,
qualitative study. Compared to a quantitative methodology,
a qualitative study allowed us to explore a broad spectrum
of expectations, interactions, and concerns, with limited need
for preconceived notions of what we might find. Furthermore,
immersive AR devices are not yet widely deployed amongst
consumers, so we conducted our study in-lab. We brought in
participants to use the Microsoft HoloLens, one of the most
sophisticated, immersive AR devices commercially available
today; we provide further details on it in Section III-C.

Given our goal of studying multi-user AR systems, we
conducted our study with pairs of participants. In an effort
to ensure that participants felt comfortable enough with each
other to explore, converse, and potentially push boundaries
while interacting during the study, we recruited pairs with
pre-existing relationships. Additionally, because we hoped to
observe participants’ natural expectations and behaviors before
they were shaped by the actual affordances of the HoloLens,
we sought participants with no prior HoloLens experience.

Two Study Phases: HoloLens Activities and Interviews. We
divided our study into two main phases: an activity phase
in which we observed participants interacting with several
HoloLens apps, and a semi-structured interview phase.

The activity-based phase allowed us to observe participants
in real time as they interacted with applications and each other,
thereby organically surfacing their expectations, reactions, and
potential conflicts. We carefully selected HoloLens apps (and
in one case, created one ourselves) that would provide partic-
ipants with both single- and multi-user AR experiences — we
detail the specific apps we used in Section III-D below.

By providing participants with hands-on HoloLens expe-
riences, we sought to enable them to think more concretely
about their potential concerns of immersive AR technologies
in both single- and multi-user contexts. We designed the
second, interview-based phase of the study to surface these
concerns. Though we found that our partner study design
naturally encouraged participants to think adversarially, we did
not prime them to consider any specific threats. Rather, we
asked open-ended questions about their potential concerns in
AR scenarios involving different stakeholders (including other
AR users, apps installed on their devices, and bystanders).
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B. Recruitment, Screening, and Ethics
We recruited participants by advertising our study on mail-

ing lists, on a local neighborhood Facebook group, and by
asking personal contacts to forward our study information to
additional mailing lists. Candidates completed our screening
survey indicating any AR devices they had used, demographics
(age, gender, profession) and contact information (name, email
address), and their relationship with their potential partner
(e.g., friends, co-workers, spouses). We selected pairs who
reported no prior experience using the HoloLens or similar
AR devices. Participants who completed the interview were
each compensated with a $15 Amazon gift card.

This study was approved by our University’s IRB. We
did not ask participants to reveal sensitive information, or
to perform dangerous tasks while using a HoloLens. Each
participant provided informed consent to participate in the
study and to be audio/video recorded. We stored all record-
ings on password-protected drives, removing any personally
identifying information from notes and transcripts. We also
informed participants that the HoloLens may cause discomfort
(such as eye strain or nausea) for certain individuals, and that
they could stop the study at any time if they felt discomfort.
We also informed participants of Microsoft’s own health and
safety information for the HoloLens, providing it upon request.

C. Setup and Hardware
We describe below our study setup and hardware, beginning

with details about the Microsoft HoloLens.

HoloLens Details. The HoloLens [22] is an untethered head-
mounted display available in a “Developer Edition” for $3,000.
Users see virtual objects, or holograms, overlaid on a semi-
transparent display through which they can also see the phys-
ical world, though the field of view within which holograms
appear is small (˜30◦x17.5◦). The HoloLens has multiple sen-
sors [21] that enable spatial mapping — the ability to interpret
the geometry of a user’s environment and overlay holograms
in 3D. For example, a user can place a hologram on a table and
view it from different angles as if it were physically present.
The HoloLens supports third-party applications installed from
an app store and can run a single 3D app at a time. User
input is given via a tap gesture with the index finger, voice
commands, or a single-button clicker.

Study Setup. We conducted the study in a large conference
room of our University building. Participants used HoloLens
apps (described below), as well as a Microsoft Surface Pro 3.
We used two Windows 10 laptops and HoloLens’s “Mixed
Reality Capture” functionality to record point-of-view footage.
This footage includes a first-person view of the real world, the
holograms a user sees, and audio from both the real world and
any active application. We also recorded participants from a
third-person perspective using a Canon HD camcorder.

D. Study Procedure
Below, we detail the HoloLens apps and interview questions

that comprised our study. We developed our procedure in an

effort to avoid participant response bias. For the activities, we
acted as observers, only engaging with participants if they
explicitly asked us questions. We also emphasized that we
were not evaluating the apps themselves, to promote more
honest opinions. For the interviews, our questions were broad
in scope, allowing participants to focus on the themes that
stood out to them the most. We did not press participants for
responses on topics where they did not have strong opinions.

At a high level, each study involved an activity-based phase
and a semi-structured interview. We conducted two pilot stud-
ies (with two pairs) and modified our interview questions in
response to the pilot results and feedback, to reduce ambiguity
and better meet our research goals. (Our results do not include
data from the pilots.) We describe our study procedure below,
providing additional details (including our concrete semi-
structured interview questions) in the appendix.

1) Interview: Prior AR Exposure. As a baseline, we asked
participants to discuss prior AR exposure, including devices
or apps that they had used or observed others using, as well
as depictions of AR in literature or film that they had seen.

2) Activity: Introduction to the HoloLens. Participants next
used a HoloLens tutorial app (Figure 2a) to learn gestures and
voice commands. They then spent a few minutes exploring
the “shell”, a single-user app similar to a desktop, from which
other apps can be launched and which allows holograms to
be placed, mapped to a physical space (Figure 2b). For each
participant in a pair, we pre-populated the room with one of
two sets of holograms that had some overlap (identical objects
placed in the same location), and some differences, to let us
observe participants’ initial expectations of shared content.

3) Interview: Initial Experience and Brainstorming. After
this brief HoloLens exposure, we asked participants to describe
their initial impressions of the HoloLens. We then asked them
to spend a few minutes brainstorming potential use cases for
AR. Though a goal of our study was not to identify concrete
use cases, we found through our pilot studies that having
participants brainstorm helped them think about AR more
concretely and led to more grounded discussions later.

4) Activity: HoloLens Applications. We next asked partici-
pants to use each of three apps for five to ten minutes apiece:
RoboRaid (Figure 2c, a single-player first-person shooter
game), Shared Blocks (Figure 2d, a multi-player app we built
that allows users to create and move blocks in a shared space),
and Skype for HoloLens. We chose these apps, in addition
to the shell, because they cover different aspects of an AR
experience that AR users might encounter. Specifically:
• The shell is a single-user app that allows users to freely

interact with multiple 3D holograms.
• RoboRaid is a single-user game that is more immersive

and active than the shell. However, its procedural game-
play provides less freedom to experiment than the shell.

• Shared Blocks1 is a multi-user app that we created to

1Due to technical difficulties, one pair (P1) instead used Tower Blocks, a
shared Jenga-like app available on the HoloLens app store, which is similar
to but provides less flexibility than Shared Blocks (e.g., enforcing turns).




